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INTRODUCTION

Risk management has been a discipline applied throughout time, however, there is no doubt that risk management
has risen to prominence over the last decade or so. The global financial crisis, the Guilf oil spill, the Fukushima Nu-
clear disaster, multiple major aircraft crashes, railway crashes and industrial explosions all highlighted deficiencies
in risk management that need to be addressed.

With all of this additional attention focussed on risk management, why do avoidable incidents continue to occur?

The reason? Most organisations are merely doing risk management not actually managing risk — there’s a significant
differencel!

We need to do something different. We need a révolution des risques.

Why is there a need for a revolution? Quite simply, ‘traditional’ risk management is failing us. \We constantly
witness news reports of incidents that should not have occurred based on the legislated and regulated controls
that are required. Undoubtedly these organisations would contend that they were managing risk and that their
control environment was effective, and yet the avoidable still occurred.

If your organisation is just doing risk management then you would follow a rigid process:

e identify the risks;

e analyse the risks to determine the risk level,

e develop some treatments;

e capture it all in a risk register; and

e then review it every now and then to ensure that all of the risks are still valid.

Sound familiar?

What's the bet, you typically have these types of risks in your risk register:

¢ lack of qualified staff;

e lack of funding;

e failure to meet the Government’s reform agenda;
e project does not meet its objectives;

e lack of staff morale;

¢ ineffective testing of IT system;

e lack of or ineffective contract management;

e lack of stakeholder engagement;

e |oss of corporate knowledge;

e increased staff turnover;

e failure to meet compliance obligations; and/or

e failure to maintain a safe working environment.

And how many of you have treatment actions that were captured in your risk register at the time the risk was
identified and have yet to be implemented? Perhaps it is because they are written in such a way that they are not
actually able to be completed. Treatments such as:

e better communication;
e training in contract management;

e rolling fraud audit program;
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e additional physical security;

e more management oversight and action;
e better change management; and/or

e recruit additional staff

Let’s quickly look at The treatment for the ‘risk’ lack of staff morale that | came across in a risk register? Give them
something to believe in. How do you even begin to implement that treatment?

But you have a risk register with lots of risks, and you have assessed them all and you have developed treatments
so you must be managing risk — right? Or is it that you have the risk register so you can demonstrate that you
meet a compliance obligation to have a risk register?

Risk management is not a compliance activity and it is not something that we do to keep the regulators or our
stakeholders happy. Risk management is not something we do at the outset of a project to ensure the project is
approved and then discarded as the project commences, never to see the light of day outside of periodic reviews.
Risk management needs to be embedded into the day to day operations of your organisation.

Herein lies the irony: the management of risk is already embedded into the day to day operations of your
organisation, you just may not be aware of it.

In this book | will also look at some of the common perceptions of risk management and how we may change our
thinking. I will look at how we might manage risks more thoroughly in a complex environment by stepping through
the risk management process in a way that you may not have seen before. | will demonstrate how risk manage-
ment is already embedded into your organisation. In addition, | will tackle some of the topics that consistently
arise during my courses.

You may not agree with everything | cover in this book, you may not agree with most but | just think it is time to
recognise that ‘traditional’ risk management has, and continues to fail us, and it is time for a change — a révolution
des risques.



REVOLUTION DES RISQUES

CHAPTER 1 - CHANGING THE WAY WE

LOOK AT RISK MANAGEMENT

In this chapter | explore a number of changes to the thinking around risk management that | believe will
significantly improve the way risk management is perceived and implemented within organisations.

CHANGE #1 — RISK MANAGEMENT IS NOT AN ACADEMIC EXERCISE

I am a member of a number of LinkedIn groups relating to risk management and I’'m constantly amazed at the
articles that are posted for discussion.

Risk management is a hot topic. For followers of risk management in the social media space, there’s so much on
offer through various platforms. However, much of it tends to be ‘academic’ in its approach to risk management.
There’s plenty of material on the Define, Measure, Analyse, Implement and Control (DMAIC) — a six signma meth-
odology, or the Quant theory of risk, even risk complexity indices. But risk management itself is not a theory or a
concept, it is a tool to assist decision-makers and is essential to reduce the number of incidents that can have a
negative impact on an organisation’s objectives.

And then there are the equations.

A quick search on the internet led me to a range of mathematical equations such as this one for total risk:
Rtota/ = ZL/p (LI)

And this one from the paper: Analytical Formulas for Risk Assessment for a Class of Problems where Risk Depends
on Three Interrelated Variables, which provides an equation for fraud risk:

— [P|PI ({7})Plos ({7})Pls ({f})} ‘ [PlTI ({i})Plg ({/})] . [PITD ({d})Ply, ({d})J . [PITO ({0})Pls ({o})]} ‘

KK, K, Ko

(0]

And another from the same publication:
mxeall O's (~ X) =1- ]‘_[I:-1 - mOi (~ oi ):I
i=1

Yes, there may be data to utilise these formulas, but not enough data to be undertaking analysis to this degree. As
much as we may want to try and evolve risk management into a mathematical exercise because we feel comfort
in numbers, the simple fact remains: we are dealing in events that may or may not happen; we are estimating
likelihood; and we are estimating consequence. You can have all the data in the world but when it comes to the
management of risk there are no absolutes.

In addition to the formulas we are also seeing the emergence of graphs and charts explaining certain aspects of
risk management that are further complicating what is a simple discipline.
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The chart below shows risk management in a three dimensional view':

And this chart demonstrates how vega surfaces can be generated for single risk factors?:

veéga gbml

gﬂ'h-}:-bo»-bmms

SO CHANGE #1 RELATES TO SEEING RISK MANAGEMENT FOR WHAT IT IS.

Risk management is not a discipline that can be undertaken using formulas and charts and, in fact, | would go
so far as to say that formulas and charts are barriers to effective risk management as the numbers may actually

misrepresent the true level of the risk.

So let’s embrace risk management for what it is: the discipline of identifying events that can have an impact on
our objectives and making a risk informed decision and determining whether that is acceptable or not.

Make what appears complex understandable for all and you will reap the benefits.

" http://en.cosco.com/GC_report/GC_report2010/web-en/b/4-1.html
2 https://github.com/yhilpisch/dx
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CHANGE #2 — RISK MANAGEMENT IS NOT A COMPLIANCE ACTIVITY

[t frustrates me when | hear “thanks for developing our risk management framework — now we will pass the audit”
or, “we are now compliant with the legislation”. Risk management is not a tick box process and it should never be
treated as a mere administrative requirement. | have also found the commitment to risk management is questionable
in some organisations in which assessments are done quickly, with little or no rigour and then once approved, they
merely recycle the risk register for every project review without updating it appropriately for the circumstances.

Whenever | work with clients, | make it clear from the outset risk management is about embedding risk management
into the daily operational life of an organisation.

Those organisations that view risk management as a compliance activity are simply ‘doing risk management’ they
are not managing risk — and there is a significant difference as shown in the table below:

Doing Risk Management Managing Risk

The organisation has documentation (e.g. Policy, Plan,
Procedure) that it considers to be a framework.

The documentation is simply part of the wider framework

Risks are considered after planning has been completed as
opposed to being a fundamental part of it.

Risk management is a fundamental part of the planning
process, where goals, objectives, opportunities may be
altered based on the risks of moving forward.

The organisation has a Risk Register/s that are reviewed
once every 3, 6 or 12 months.

Reviews of risk registers occurs, but the risks in them are
continually monitored.

Current control effectiveness is estimated but not measured

Current controls are measured for effectiveness.

Treatments are identified, but rarely undertaken.

All risk treatments are completed within specified time-
frames.

Ownership is not assigned to risks or treatments or owner-
ship is assigned to ‘all’ or XYZ Committee’.

All risks, controls and treatments have assigned owners.

The organisation seeks to assign individual responsibili-

ty after an incident has occurred and doesn’t undertake
post-event analysis to identify the root causes i.e. a blame
culture exists.

The organisation understand that every incident/event is a
system failure and not the responsibility of one individual.
Post event analysis is conducted so the organisation can
continue to learn and grow.

Risk management is seen as a specialist skill that only cer-
tain personnel within the organisation are responsible for.
Training is only provided to those in risk management roles.

All personnel understand that they have a role to play in the
management of risk across the organisation and training
has been provided accordingly.

Staff feel too intimidated to raise issues/risks for fear of
reprisals.

Staff feel empowered to raise issues/ risks so that man-
agement have all of the information required to make risk
informed decisions.

Risk reports are full of colour and charts but insufficient
information to make risk informed decisions

Risk reports contain information that assists in the decision
making process.

SO CHANGE #2 RELATES TO HOW WE VIEW RISK MANAGEMENT

As | said in my previous eBook Risk is not a Four Letter Word:

You DO risk management if you want to be compliant; you MANAGE RISK if you want to be successful!!!l!




CHANGE #3 — MANAGEMENT DO NOT NEED OR WANT TO KNOW THE BAD STUFF

There are two things | know to be true:

e you can’t grow as an organisation without taking risk; and
e you can’tinnovate as an organisation without taking risk.

So a degree of risk is not only healthy, but essential.

What that means is that we need a robust risk management framework that allows decision makers at all levels
to have sufficient information to make risk-informed decisions.

But there is a significant problem.

In his now infamous speech, Donald Rumsfeld stated:

« There are known knowns; there are known unknowns — that is to say
there are things that we now know we don’t know. But there are also
unknown unknowns — there are things we do not know we don’t know. 2

Whilst it has been the subject of parody on many comedy shows, the reality is, the combination of knowns and
unknowns is precisely what an organisation faces, particularly in complex organisations or projects. But one thing
that Rumsfeld did not recognise was a phenomenon | have observed in recent times, particularly in bureaucratic
organisations, of the unknown known.

How many times in your organisation has something happened and when it was investigated, people at the lower
levels of the organisation were aware of the issue but the information didn’t filter its way to the Executive? There
are many reasons why this may have occurred:

e afear or blame culture existed that punished people who raised issues;

e there may not have been clear communication channels available for staff to report any of these issues;
e previous inaction (why would I raise an issue when it, or others, have been previously ignored?);

e lack of understanding of the issue in relation to organisational objectives/ consequences;

e concern that if a risk is raised it may mean more work for the person raising it; and/or

e the “Chameleon Risk” i.e. the risks that change colour as they progress up the chain through the many
‘filters” and ‘gatekeepers’ without anything being done to justify the change in risk level

But herein lies the irony.

Executive/management need as much information as is available to make risk-informed decisions in relation to
the strategic direction of the organisation, however, in many cases they are responsible for influencing/setting the
culture that gives rise to the unknown known and prevents information from flowing up.

So, in essence, in many organisations, the very people who need the information from below to make effective
risk-informed decisions are the same people who have made it difficult, if not impossible, to get that information.
That is, not only hindering the organisation but in some cases it can lead to catastrophic consequences.

SO CHANGE NUMBER #3 RELATES TO CULTURE.

Management need to sell the message to staff that:

CC  We need to take risk to survive and innovate but in order to take the ‘right’ risks | need all of the
information in front of me — be that good, bad or indifferent. If something occurs that | should have

known about, not only will we investigate why it happened in an effort to prevent it happening again
but | will personally seek to find the reasons | didn’t know.

The only people likely to suffer consequences are those who hide issues or filter information as it
escalates through the organisation. »
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Imagine an organisation in which a manager is admonished for altering the risk levels on a risk report that was
delivered to the Executive. Picture the change in risk culture that would occur in a very short space of time.

The days of ‘management don’t want or need to know this’ are well and truly in the past. Management must know
but they need to put in place the mechanisms and develop the culture that allows that to happen.

CHANGE #4 — TRULY ENTERPRISE RISK MANAGEMENT IS NOT POSSIBLE WHEN
RISKS ARE MANAGED IN SILOS

If your organisation is like so many of the organisations | work with, you will manage risks in silos or, as | like to
call them — cylinders of excellence.

Perhaps your organisation manages risk similar to this:

Operational Financial

Risks Risks

..... you might even have a few more (if you are really lucky).
There are a number of significant issues that arise fromn managing risks in this manner.

Risk Assessment. There is no such thing as a one consequence event, so therefore, every risk (potential event)
has multiple consequences. If we manage our risks in our cylinders of excellence we tend to take a narrow view
in relation to the consequences, that is, the safety risk management team will look almost exclusively at the safety
consequences; the security team will look almost exclusively at the security consequences etc.

As an illustration: The safety team may assess a safety risk as having only minor safety consequences, however,
they are likely to fail to consider that if the incident occurred, the impacts to reputation could be major or severe.
Taking that into consideration, the risk level would be considerably higher than the level assessed by the safety
team and, as a result, no further controls may be implemented even though they may be warranted — but no one
else is aware. So when this incident occurs and the organisation ends up on the front page of the newspaper,
justifiably, management will be asking the question as to how they didn’t know (the unknown known strikes).

Risk Treatments. \When managing risks in cylinders of excellence, with no reference to the rest of the business,
treatments implemented to control a risk in one area may increase risk in another.

Let’s use the hypothetical example of a secure facility: the safety team identifies that there was a risk that if some-
one falls into the storm water drain outside of the facility during a storm event, it is likely that person would be
swept towards the facility where they would get caught on the grate that is located at the fence-line of the facility
and drown. The decision is taken to remove the grate without discussing it with anyone else, let alone the security
personnel. As a result, there is a period of time when unauthorised personnel can enter the secure facility unde-
tected (the drain is in a remote part of the facility). Thus we have created a heightened security risk to reduce a
perceived safety risk (which actually isn’t even a risk to the facility as there will be no consequences to the facility
even if a person who is caught in the storm water drain drowns at the fence line due to the presence of a grate).

SO CHANGE NUMBER #4 RELATES TO THE HOLISTIC MANAGEMENT OF RISK.

What | mean by holistic management of risk is one whereby all parts of the organisation are assessing risk against
all of the impact areas detailed the consequence matrix, thereby obtaining a true indication of the range of con-
sequences, and their levels, should the risk materialise.
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CHANGE #5 — WE NEED TO CAPTURE ALL RISKS — EVEN THE LOW CONSEQUENCE ONES

| have been engaged by clients over the years that have hundreds, in some cases, thousands of risks in their risk
register. This may be an appropriate number for an organisation building a manned space station to orbit Mars,
however, none of those organisations fit into this category.

Registers of this size are often overwhelming for staff and there is a sense that managing risks on this scale is
impossible, and they are right.

This might be a bit controversial (nothing new there) but | actually believe, for the most part, risks with insignif-
icant or minor consequences should not be captured in a risk register. Incidents that occur that have low con-
sequences are usually dealt with as business as usual and do not require any additional remediation — regardless
of the likelihood.

There is an exception to this rule of thumb though, and that’s where risks have the cumulative effect of regular
occurrences of the minor or insignificant consequences and could lead to higher level consequences.

As an example, there may be a risk where, if it is realised, there is a minor consequence against compliance for
a single event. It may be, however, that repeated instances of the same incident leads the regulator to take action
— a higher level of consequence.

SO CHANGE NUMBER #5 RELATES TO ENSURING THAT THE RISKS IN THE
RISK REGISTER ARE OF SUFFICIENT CONSEQUENCE TO WARRANT MONI-
TORING OF CONTROLS OR THE DEVELOPMENT OF ADDITIONAL CONTROLS
WHEN REQUIRED.

In doing so we will reduce the number of risks in our risk register considerably and, more importantly, remove the
clutter so we can focus on managing those risks that, if they materialised, would have significant impacts on our
objectives.

CHANGE #6 — THERE IS NO SUCH THING AS A POSITIVE OR A NEGATIVE RISK -
THEY ARE JUST RISKS

ISO 31000 defines risk as ‘the effect of uncertainty on objectives’ and highlights that the effect is a deviation
from the expected and can be positive and/or negative®. This has led many to describe risks as either positive or
negative, however, if we view a risk as an event that has not been been realised, we can derive both positive and
negative outcomes.

Let’s use the example of an aircraft accident and the outcomes:

Negative ‘ Positive

Death and/or injury to passengers
Compensation payments The investigation may uncover issues that don’t just affect
this airline but the whole industry. Changes made as a

Negative impact on the reputation of the airline result of the accident can bring about safer outcomes.
Potential adverse findings by regulators leading to fines As stated in the Air Crash Investigation episode ‘Dead

‘ Weight’ “the NTSB (National Transportation Safety Board
Fleet may be grounded for a period states that every air crash makes flying safer)”
Charges may be laid against executives

Notwithstanding what is defined in the ISO 31000 Standard, a new definition of positive risk has begun to emerge’.

3 1SO 31000 2009 p 1
4 https://www.quora.com/What-are-the-examples-of-positive-risk
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business.simplicable.com defines positive risk as:

the chance that your objectives will produce too much of a good thing. Positive risks are deemed as
undesirable despite being positive at face value®.

Some of the examples detailed at quora.com include:

e volume on your website is so high your server crashes;
e 50 many orders you can'’t fulfil them all on time, as promised;

e going under budget on a project is a positive risk because it indicates an error in your planning process;
and

e earning enough pre-tax money to bump into a higher tax bracket causing a net earnings reduction.
In my opinion, these are not positive risks per se; they are risks that may arise from taking a particular course of
action to derive a benefit (an opportunity).
Let’s take the first risk: volume on your website is so high your server crashes.

We may be about to embark on a marketing campaign that we have never undertaken before. We identify that
there are significant benefits that may be realised but there are also risks:

¢ marketing campaign does not result in additional customers;
e server crashes during the period of the marketing campaign; and
e inability to service increased demand for products.

Let’s take that a little further and conduct a full risk assessment on the server risk:

Risk Name: Server crashes during the period of the marketing campaign
Causes: 1. Increased volume brought about by the marketing campaign
2. Deliberate actions by a competitor
3. Lack of/ineffective maintenance of server
4. Lack of/ineffective assessment of potential traffic resulting from the marketing campaign
5. Lack of testing under load prior to commencement of the marketing campaign
Consequences: 1. Negative impact on the company'’s reputation
2. Reduction in sales
3. Benefits from the marketing campaign may not be realised
4. Loss in revenue

Prior to the commencement of the campaign we might choose to undertake the following actions:

e conduct a test on the current server simulating the expected volume of traffic;

e if the server is unable to cope with the traffic, consideration be given to upgrading the server prior to
commencement; and

e ensure latest cyber security measures are in place prior to commencement.

In doing so we are managing the risks that might arise from the pursuit of an opportunity. To say, however, that
the server crashing because of increased volume is a positive risk is a bit of a head scratcher for me.

SO CHANGE NUMBER #6 RELATES TO VIEWING EVENTS AS REALISED
RISKS WITH POSITIVE AND NEGATIVE OUTCOMES (WHICH WILL BE DIS-
CUSSED IN LATER CHAPTERS)

5 http://business.simplicable.com/business/new/9-examples-of-positive-risk
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CHAPTER 2 - ‘'TRADITIONAL RISK

MANAGEMENT IS FAILING US -
COMMUNICATION AND CONSULTATION

TRADITIONAL REVOLUTIONARY

Risks managed in
‘silos’ with some
communication with
stakeholders

Risks managed as
shared risks

PREMISE

There are very few risks in your organisation that reside completely in one functional area — they are what is
referred to as shared risks. Many of the controls will be the responsibility of functional areas external to the part
of the organisation that owns the risk or, in some cases, other organisations may be responsible for the controls.
Therefore, risks cannot be managed effectively in our cylinders of excellence.

INTRODUCTION

Getting ready for your annual review of your risk register? Will it turn out something like this”?

The Director responsible (the risk owner) receives a reminder email that the risks are due for review. The Director
reviews the risk and the controls to confirm that they are effective.

If | were to ask the following questions, however, how many could be answered in the affirmative? What consultation
occurred? Did you talk to the stakeholders who own the controls to get their input in relation to their effectiveness?
Did you review the performance measures of each of the controls to confirm that they were actually effective? Did
you consult external service providers and stakeholders to assure that they were meeting their required outcomes?

If the answer to any of these questions is no, then you are not alone.

So why is communication so critical in the risk management process?e

e It makes risk management explicit and relevant. Discussing with stakeholders and involving
them in all aspects of the risk management process makes risk management a conscious and formal
discipline.

¢ It integrates multiple perspectives. Since stakeholders can have a significant impact on risk
management activities, it is important that their perceptions of risk be identified and recorded and the
underlying reasons for them understood and addressed.

e It develops trust. Through communication and consultation, the organisation will develop an association
with the various stakeholder communities and, in doing so, establish relationships based on trust.

¢ [t enhances risk assessment. Using stakeholder experience and expertise will often improve the
understanding of the risk.

6 AS/NZS 4360 2004 Handbook (now superseded) p21 - 24
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+ It facilitates effective risk treatment. Stakeholder experience and expertise are crucial in developing
treatments that will be effective. Including the stakeholder community in the risk management process
will also allow for the allocation of treatments to the most appropriate organisation, be it within or
outside of the organisation.

Communication and consultation in the risk management process is the same as any other communication and
consultation in that it centres on the management of stakeholders.

As defined in ISO 31000:

Stakeholders are those people or organisations who may affect, be affected by, or perceive them-
selves to be affected by a decision or activity 7

There are two categories of stakeholder in relation to the management of a risk:

e Primary Stakeholder. Stakeholders with a significant amount of influence in relation to the risk and its
management and outcomes.

¢ Secondary Stakeholder. No influence but demonstrate an interest in the consequences of the risk.
When it comes to the management of a risk, the following characteristics give a stakeholder influence:

e ownership of the risk;

e ownership of controls;

e provision of funding and/or other resources for the management/treatment of the risk;
e regulation/policy that provide controls that must be implemented;

e approvals/sign-offs (plans as well as products); and

e delivery of outcomes/services (includes, staff and contractors).

So let’s look at the stakeholder management process as it relates to the management of an individual risk.

STAKEHOLDER IDENTIFICATION

The first step in the communication and consultation process for a risk is to identify the stakeholders. To do this
we can develop a stakeholder map similar to the one shown below:

Stakeholder

7 18O 31000
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Let’s look at an example using the following risk for an organisation managing a railway operation (be it government
or private): Collision of trains travelling in opposite directions. Some of the causes for this risk may be:

e failure of signalling equipment;

e operator error in control centre (the tragic collision between two trains in Germany in February 2016
was caused by a signal worker not adhering to the controls thus allowing the trains to travel on the
same track [it has been reported he was playing a game on his mobile phone when the error oc-
curred));

e failure of safeguards on the train;
e failure of safeguards on tracks;

e lack of/ineffective training;

e lack of staff;

e lack of oversight/supervision; and
e thelist could go on.

For this risk, the stakeholder community may look something like this:

GM Operations
(Risk Owner)

Collislon of2tralns A
GM Maintenance .-j travelling in .:- ";or;' gm aent
—aidl oPposite dll'ecﬁons\f: ‘_‘Lm

Hosplbals-' \\ N L T

{ medical centres ) Regulator A
- N %
J

-
/ Errlergem’:.]«I \\

Services ,'

am——

What this stakeholder map is attempting to demonstrate is that it is impossible for one director to manage this risk
effectively if they are not communicating and consulting with each of the stakeholder groups.

Identifying the stakeholder community, however, is but one aspect of effectively managing this risk, each stakeholder
needs to be clear as to the expectations and requirements the risk owner has of them.
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DEFINING STAKEHOLDER EXPECTATIONS
AND REQUIREMENTS

For the risk to be managed effectively, each stakeholder needs to not only understand, but to also agree with the
expectations of the risk owner in relation to the management of the risk.

As an illustration, the risk owner is reliant on the GM Maintenance to ensure that the signalling network and the
track network are sound and that there are no issues that could increase the likelihood of the risk. The risk owner
not only needs to articulate these expectations to the GM Maintenance, but also there needs to be agreement on:

¢ the standard to which they are to be maintained;
¢ the performance measures and assurance mechanisms; and

e the reporting requirements back to the risk owner so that when the GM Operations is reporting the
status of the risk to the CEO and/or the Board, they have assurance that the controls owned by the
GM Maintenance are effective.

You cannot manage a risk of this complexity from an office.

DEVELOP A STAKEHOLDER MANAGEMENT PLAN

One thing that you may not have considered is the development of a Stakeholder Management Plan for an indi-
vidual risk. Given the complexity of the risk we described above, such a plan could be of significant assistance
when managing the risk.

The plan may include (but is not limited to):

e stakeholder map;

e expectations for each primary stakeholder with regard to the risk;

e reporting requirements including formats and frequency; and

e details of the ongoing communication requirements with regard to the risk.

| have a rule of thumb for the development of a Stakeholder Management Plan for an individual risk:
risks that cross organisational boundaries or involve multiple organisations, that have

severe/catastrophic consequences may benefit from having a Communication and
Stakeholder Management Plan

14 2
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ONGOING COMMUNICATION AND
CONSULTATION IN THE MANAGEMENT
OF THE RISK

So by now you have recognised that there are some risks in your organisation that are complex enough that there
is a requirement to identify the stakeholder community and to develop a plan to guide the communication required
for the effective management of the risk. But what now?

It is not too farfetched, | believe, that for the complex catastrophic risks we are talking about we have a stakeholder
management group which meets regularly with the risk owner as the chair.

The advantages of such meetings are that where one stakeholder is having issues, the wider forum may be able
to develop solutions. If the solutions were developed in isolation, they could lead to an increase in other risks or
have an impact on the ability of one of the stakeholders to achieve their outcomes (as highlighted in Chapter 1).

Minutes from the meetings can be used as part of the ongoing assurance program for the risk.

KEY TAKEAWAYS

The key takeaways from this chapter are:

there are very few risks (if any) in an organisation that do not cross functional boundaries or
organisational boundaries;

risks that cross functional or organisational boundaries cannot be managed by one person or one
‘cylinder of excellence’ in complete isolation to other stakeholders;

it is too late after a catastrophe to discover that actions (or inactions) taken by a stakeholder in another
functional area or organisation that manage controls that are material to the prevention of the risk
occurring, have failed to monitor their effectiveness and this has contributed to the disaster;

the more complex the risk, the larger the stakeholder community is likely to be; and
risk management is not a one-person sport.

2 s



REVOLUTION DES RISQUES

CHAPTER 3 - "'TRADITIONAL RISK

MANAGEMENT IS FAILING US -
ESTABLISHING THE CONTEXT

TRADITIONAL REVOLUTIONARY

Establish
organisational risk
context and context
for each individual risk

Establish
organisational
risk context

PREMISE

The same risk in different parts of an organisation may have a different level based on the context that
exists in each of those functional areas.

INTRODUCTION

When establishing the risk context for an organisation we consider:

e clarifying the organisational objectives;
e identifying the environment in which objectives are pursued;

e specifying the main scope and objectives for risk management, boundary conditions and the outcomes
required; and

e establishing the risk criteria for the organisation.

But how many of us consider establishing the context for each individual risk”? Failing to establish the context for
an individual risk can lead to an over or under assessment of the level of risk, which, in turn, may lead to flawed
decisions.

ESTABLISHING THE CONTEXT FOR AN
INDIVIDUAL RISK

Establishing and understanding the context for an individual risk is critical, not only for developing an understand-
ing of the risk, it also contributes to the analysis of the risk to determine the risk level and provides limitations for
additional risk treatments.

Understanding the context of the risk also ensures that the impact of any changes to the context can be assessed
and, where required, the level of the risk adjusted.

Detailed below are some of the considerations when establishing the context for an individual risk.

STAKEHOLDER COMMUNITY

In the previous chapter we highlighted the importance of understanding the stakeholder community for a risk. If
we don’t understand the stakeholder community and the role they play (controls) in managing the risk it is virtually
impossible to manage the risk effectively.
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REGULATORY ENVIRONMENT

Understanding the regulatory environment will assist in gaining an understanding of the statutory control environment
for the risk (i.e. some controls may be required by Legislation, Regulation, licencing etc.). In addition, an understanding
of the regulatory environment will highlight any restrictions on additional treatments.

HUMAN FACTORS

Understanding the human factors is critical when determining the context for the risk. Analysing the following will
assist in the assessment of the likelihood that the risk will occur:

e number of staff (if there are staff shortages there may be additional control gaps that would not exist
with a full complement of workers);

e level of training of staff;

e level of experience;

e level of interest/morale (potentially brought on by downsizing); and

e individual (as opposed to organisational) cultural factors.

As an illustration: let’s take an example of an aged care centre with the risk being: Wrong medication or wrong
dose of medication administered to a resident (particularly schedule 8 drugs). This aged care centre is one of a
number run by the same company.

At a point in time, the aged care facility had its full complement of staff and all were on what they considered to
be an appropriate wage.

There is an organisational restructure undertaken at head office with the following flow on effects to the aged care facility:

o staff numbers are reduced;
e some staff have their hours reduced; and

e staff who were acting in higher duties (some of them for a number of years) have been removed from
those duties, resulting in a pay cut.

It would be considerably naive to believe that the likelihood of the risk occurring after the restructure is the same
as it was beforehand. With a reduction in staff and the reduction in hours the staff will be under pressure to do
more with less and shortcuts may be taken (out of necessity) and the risk may materialise.

Understanding the human factors involved in an individual risk, therefore, becomes a critical component of the
monitor and review process.

ORGANISATIONAL CULTURAL FACTORS

Gaining an understanding of the organisational cultural factors:

e provides input to the assessment of the likelihood of the risk; and
e highlights any restrictions relating to the development of additional treatments.

Factors such as:

e whether management is ‘hands on’ or prefer to manage from their office;
e whether there is a blame culture;
e the history of the organisation; and

e in the case of a merger/acquisition what changes to the culture have occurred as a result.

If we look at this last point as an example, in light of the current round of local government amalgamations in New
South Wales, organisational cultural factors are going to have a significant impact on the levels of risk within the
newly formed entity.
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For a start you may be amalgamating three Councils who are vehemently opposed to the merger. In addition,
Council staff may be on different wages for the doing the same job based on the award they were under in the
previous entity. In the initial stages, policies, procedures and processes may not be fully developed which will
leave control gaps. On top of all of that, there will be a different culture — a different way of doing things — in each
of those Councils.

In the initial stages of the merger the following may occur:
e the same risks will be present in the new entity, however, there will be significant control gaps and,
therefore, the likelihood of the risk will now be greater; and

e to develop new treatments will require negotiation across three distinct prevailing cultural groups which
will make it exceedingly more difficult to get agreement.

We ignore the organisational cultural factors relating to or risk at our absolute peril.

IN-HOUSE/OUTSOURCED

One of the issues | wrote about in Demystifying Risk Management related to the misconception that some
organisations have that by outsourcing a function they have outsourced the risk.

Wrong!!!!

In fact, through outsourcing, the management of the risk becomes more complex. The risk is the same whether
the function is outsourced or not, the only thing that has changed is the control environment and the addition of
another source of risk — the contractor.

Imagine we are operating an Aquatic Centre where the canteen services are being run internally. The following is
a risk to the Aquatic Centre:

Contaminated food served at the canteen

The operation of the canteen is then outsourced. So, is this still a risk? It certainly is and the description of the risk
has not changed, it is still: Contaminated food served at the canteen.

Who owns the risk? The management of the Aquatic Centre still owns the risk (as they are going to be the ones
that have legal action taken against them when patrons fall ill).

What are the additional challenges with managing this risk? The additional challenges relate to gaining assurance
that the contractor is actually implementing the controls that have been detailed in the contract and not tak-
ing shortcuts in an attempt to gain a little more margin. We like to believe that all of our contractors will deliver
on all of the requirements in the manner specified in the contract, however, this is not always the case and some
companies may take shortcuts to improve margins, as | detailed in my blog “the risks of missing in action contract
management” available here.

How should it be managed? The only true way to manage this risk is through ensuring that assurance require-
ments are built into the contract from the outset so control effectiveness can be continually monitored and the
assurance activities detailed in the contract are actually conducted.

To believe that there is no longer a cost to managing a risk to an activity that has been outsourced is to leave your
organisation exposed to the risk materialising and all of the consequences occurring.

KEY TAKEAWAYS

The key takeaways from this chapter are:

e time spent establishing the context for an individual risk is not only prudent but also critical, particularly
for risks with the highest levels of consequence; and

e as the context changes so might our risk level so the risk context needs to be an element of the moni-
tor and review process.
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REVOLUTION DES RISQUES

CHAPTER 4 - "'TRADITIONAL' RISK

MANAGEMENT IS FAILING US -
IDENTIFYING RISK

TRADITIONAL REVOLUTIONARY

Causes,
consequences and
broad statements
as risks

Potential events
as risks

PREMISES

Very few things are going to happen within your organisation that haven’t happened before - in either
your organisation or a like organisation

There is no such thing as a one cause event or a one consequence event

INTRODUCTION

The first premise above is not suggesting that nothing new happens — particularly in highly complex new endeav-
ours, however, for most organisations, something that happens that has not occurred before in the organisation
or a similar organisation is a rarity. When it does, new controls are introduced in an attempt to prevent the same
thing from happening again in the future.

So what does this mean in practice?

In similar industries/endeavours there are risks that will be common and we don’t need to ‘reinvent the wheel’
when it comes to identifying risks.

The second premise relates to how risks are described and captured with popular guidelines highlighting that a risk
needs to be described in the following way: a cause — leading to a risk — which in turn leads to a consequence.

This chapter will highlight that such a description may not be helpful in describing risks within your organisation.



DESCRIBING RISKS — THE GREAT MYTH #1 -
LACK OF QUALIFIED STAFF IS A RISK

INTRODUCTION

Lack of qualified staff would have to be one of the risks that | see most often in risk registers. You may even have
it in yours. This, along with the other ‘risks’ | listed in the introduction are not actually able to be managed, they
are factors that can lead to a risk materialising i.e. they are causes.

| provided some examples in the introduction that highlight some of the issues surrounding the identification of
risks. Below are several more:

“Risk” \ Actual Risk

This risk description leads the reader to believe that the
only reason that the department is unable to adequately
respond to Freedom of Information requests is the current

L ) . tools for data storage and retrieval practices. This is not the
Significant delays in retrieving records due to current tools

for data storage and retrieval practices may leave the
department unable to adequately respond to Freedom of
Information requests

case. Would it not be better to capture this risk as:

Department does not meet legislated timeframes for
response to Freedom of Information requests.

Or potentially another risk:

Department provides false/inaccurate information in
response to a Freedom of Information request.

The department may not have a business process in place
to adequately manage key programs, which may lead to
weakened results.

| actually do not believe there is a risk in this statement. Not
having a business process is a cause and weakened results
are a consequence. But what is the risk?

The department may not be able to meet the public’s
expectations for timely access to complete and accurate
information in times of crisis, leading to possible health and
safety risks and a loss of confidence in the organisation.

Once again this description is a mix of causes and con-
sequences but doesn’t actually highlight what the risk is. |
would capture this risk as: department releases inaccu-
rate or untimely information during a crisis event.

The issue with the majority of the risks | encounter is that they are not actually risks, they are causes or they are
consequences or they are just statements.

RISKS AS EVENTS

For me, the risks should actually reflect what we are trying to stop from happening and not some of the causes that
would lead to it occurring or the consequences if it does occur. To that end they need to be expressed as events.

Let me pose a number of questions:

e Are we going to conduct an investigation on the lack of maintenance of an aircraft or on the aircraft
crashing? The lack of maintenance of the aircraft may emerge as a contributing factor, however, it was
the aircraft crashing that led to the investigation.

¢ Are we going to conduct an investigation on the lack of attentiveness of a signal worker or on two
trains colliding? Once again, the lack of attentiveness of a signal worker may (and did in the case of the
German rail disaster) emerge as a contributing factor, however, it was the trains colliding that led to the
investigation.

e Are we going to conduct an investigation on the ship running aground or on the crew who were dis-
tracted at the time or the failure of proximity warnings?

¢ Was an investigation conducted on the lack of auditing within Queensland Health or did it emerge as a
significant factor in the investigation surrounding the fraud conducted by Joel Barlow that led to $16.6
million being embezzled.
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For me, this is the absolute key to changing the way we look at risk management. We conduct a post-event
analysis on what has occurred that we may have been able to prevent, however, when we develop our risks they
are described in a way that does not relate to the incident/event we are trying to prevent.

This relationship is demonstrated in the table below:

When conducting a risk analysis we are trying to

In post event analysis we are trying to determine

identify
What happened? What could happen?
What caused it to happen? What would cause it to happen?
What were the consequences? What would be the consequences?
What could we have done to stop it happening? What can we do to try and stop it happening?
What could we have done to reduce the consequences? x\g;)a;e???n we do to minimise the consequences if it does

To that end, risk analysis can be viewed as post event analysis prior to the event occurring.
| have a rule of thumb in relation to the risks in a risk register:

«_r
- o
rg > If a risk in your risk register was to eventuate and you could not conduct a post event
analysis on it — then it is most likely not a risk

TRAPS FOR PLAYERS WHEN DESCRIBING RISKS

There are a number of traps that organisations fall into when describing their risks:

TRAP FOR PLAYERS #1 — THE BROAD STATEMENT AS A RISK TRAP

Some organisations fall into the trap of capturing “risks” that are broad statements. Examples include:

e reputation damage;

e compliance failure;

e fraud; and

e environmental damage.

These tell us nothing and cannot be managed even at a strategic level.

TRAP FOR PLAYERS #2 — THE CAUSES AS RISK TRAP

The most common issue that | observe with organisational risk registers is that many organisations fall into the
trap of capturing “risks” that are actually causes.

The wording that indicates a cause as opposed to a risk includes:

e [ackof.... (trained staff; funding; policy direction; maintenance; planning; communication).

e neffective .... (staff training; internal audit; policy implementation; contract management; communication).
e Insufficient .... (time allocated for planning; resources applied).

e Inefficient .... (use of resources; procedures).

e Inadequate .... (training; procedures).

e Failure to.... (disclose conflicts; follow procedures; understand requirements).

e Poor.... (project management; inventory management; procurement practices).

e FExcessive .... (reporting requirements; administration; oversight).

e Inaccurate.... (records; recording of outcomes).
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These also tell you little and, once again, cannot be managed.

To highlight how we turn causes into actual risk statements | will use an example taken from the risk register of
an organisation | worked with.

The risk in the risk register was:

Lack of maintenance of pool shade sails
| asked a series of questions:

e What happens if you don’t maintain the shade sails? There could be damage/wear and tear that occurs.

¢ What happens if this damage/wear and tear is not identified during the inspections undertaken as part
of the maintenance program? There could be issues with the superstructure that are not identified.

e What happens if these weaknesses in the superstructure are not identified? The shade sail might
collapse — which is the risk.

TRAP FOR PLAYERS #3 — CONSEQUENCES AS RISK TRAP

Another trap that many organisations fall into is the capturing of “risks” that are actually consequences as opposed
to events/incidents. Examples include:

e project does not meet schedule;
e department does not meet its stated objectives; and
e budget overspend.

Once again — these are not able to be managed.

TRAP FOR PLAYERS #4 — THE REVERSE OBJECTIVE TRAP

Many organisations fall into the trap of simply ‘flipping’ an objective and making that the risk. Examples include:

e The Department is to deliver the Government’s reform Agenda by 31st July 2017 becomes:
The Department fails to deliver the Government’s reform Agenda by 31st July 2017.

¢ Registration and licence is to deliver service performance and reform becomes: Registration and
licence division not delivering service performance and reform.

These are absolutely impossible to manage because, in reality, they are Consequences.

DESCRIBING RISKS - THE GREAT MYTH #2 -
CAUSE, RISK, CONSEQUENCE

The common method of describing a risk that | have encountered in multiple publications and training sessions
states that a risk must be described in the following manner: a cause — leading to a risk — which in turn leads to
a consequence.

The major issue with such descriptions lies in the fact that there is no such thing as a one cause event and
there is no such thing as a one consequence event so why would our risks be worded like that?

Describing risks in this way limits the thinking in terms of addressing the causes through controls and may lead to
making decisions in relation to the treatment of the risk based on only one consequence element. This is particularly
the case for organisations where causes are not captured separately in the risk register.

In my opinion there is a more effective way and that is to capture risks in the following manner:
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Risk Name: Event/incident that may occur

Causes: Identify the issues that might cause this event/incident to occur

Consequences described qualitatively to gain a full understanding of the impacts if the
event/incident was to occur

Consequences:

Risk Name. The risk name is a short phrase that describes the risk event.

Causes. Having identified the risk name (event), it is necessary to consider the factors that could cause the risk to
materialise. This is done to ensure that the full scope of the event is understood and that the risks can be analysed
effectively in the subsequent steps of the risk management process. Identifying causes of a risk event will assist
in the development of strategies to reduce likelihood. Identifying causes is one of, if not the most important
part of the risk management process.

Consequences. Once the root causes of each risk event have been identified, the impact of each risk on the
organisation should be determined. At this stage, the impact assessment should identify the broad effects only,
and should not estimate the impacts against the consequence matrix. Identifying consequence may assist in the
development of strategies to reduce the impacts of the risk event if it occurs (if available).

So let’s look at a few examples of risks in a ‘traditional’ format and what they might look like using the format
listed previously.

A faulty harness leads to a worker falling from heights resulting in death or injury

If we look at this risk it leads us to focus on the faulty harness as the primary cause and the death or injury as the
primary consequence — but is that really the case?

Perhaps it is better captured as:

Risk Name: Worker falls from heights

. No safety equipment provided

. Failure of safety equipment

. Worker fails to wear safety equipment
. Lack of/ineffective training/induction

. Lack of/ineffective supervision

etc

Causes:

oG A WN

. Death/injury to worker

. Shut down of site

. Prosecution by regulator
. Compensation

Consequences:

M~ wWODN =

If we use the ‘traditional’ method (a cause — leading to a risk — which in turn leads to a consequence), does that
mean we also need to capture the following risks in our risk register?

e afaulty harness leads to a worker falling from heights resulting in shut down of the site;

e afaulty harness leads to a worker falling from heights resulting in prosecution by regulator;

e afaulty harness leads to a worker falling from heights resulting in compensation payments;

e aworker failing to wear safety equipment leads to a worker falling from heights resulting in shut down
of the site;

e aworker failing to wear safety equipment leads to a worker falling from heights resulting in death or
injury;

e lack of/ineffective training/induction leads to a worker falling from heights resulting in death or injury;

e andsoon......
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[t seems over the top, however, if we are truly going to manage the risk we need to address all of the causes and
be fully aware of all of the consequences.

Let’'s have a look at a couple more:

A worker’s strike at the waste management contractor leads to a disruption to waste collection resulting
in public health concerns. | believe this could be better expressed as:

Risk Name: Disruption to waste collection

. Contractor goes into receivership

. Industrial action at contractor

. Vehicle fleet grounded due to safety concerns
. Fire at depot/flood at depot

Causes:

M~ W N =

. Health issues within the community

. Negative impact on Council’s reputation
. Potential impacts on tourism

. Costs to clean up

Consequences:

M~ N =

Poor food handling practices in the kitchen leads to contaminated food being served to restaurant
patrons resulting in legal action against the restaurant may be better expressed as:

Risk Name: Contaminated food served in the restaurant

Causes: . Poor food handling procedures/poor hygiene
. Contaminated ingredients

. Machinery/equipment failure

. Deliberate action (staff or visitor)

. Poor food preparation (uncooked/undercooked)

O~ N =

. Death/injury to patron

. Negative impact on reputation

. Potential legal action

. Action by regulators leading to potential fines/prosecution
. Closure of restaurant (impact on revenue)

Consequences:

O~ N =+

If we are able to capture our risks in this manner it will result in:

e fewer risks in your risk register (significant reduction in most cases);

e risks that can actually be managed;

e more robust and accurate reporting;

e greater capacity for allocation of responsibility and accountability; and
e more robust decisions based on sound risk information.

Sounds to me to be the perfect platform for an effective risk management program.

KEY TAKEAWAYS

The key takeaways from this chapter are:
e if risks are the things that we are trying to stop from occurring, then doesn't it follow that risks de-
scribed as events are going to be more effectively managed;
e there is no such thing as an event with only one cause or one consequence; and

e the ‘“traditional’ approach to describing risks will result in hundreds, sometimes thousands of risks in a
risk register — none of which can be managed effectively.
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CHAPTER 5 - "'TRADITIONAL RISK
MANAGEMENT IS FAILING US -

RISK ANALYSIS

TRADITIONAL REVOLUTIONARY

Likelihood and
consequence
considered equal
in determining
risk level

Consequence is king

PREMISES

Determining the likelihood of a risk is not as straight forward as estimating against a pre-determined
set of criteria

Estimating consequence on the basis of the worst case reduces the credibility of risk management
within an organisation

INTRODUCTION

You have no doubt been in risk workshops where a risk is identified and the group determines a likelihood and a
consequence to define a risk level.

In determining the likelihood and consequence the group has used the experience and judgement of the people
in the room. From the analysis and the level of risk that has been agreed to, decisions were made in relation to
whether further action is required for the risk.

But is it that straight forward?

ESTIMATING LIKELIHOOD

DETERMINING LIKELIHOOD AGAINST OUR CRITERIA

When determining the likelihood of a risk, organisations may use matrices such as this:

Qualitative Rating General Description

Almost Certain Likely to occur more than once a year

Likely Likely to occur approximately once a year

Possible Likely to occur approximately once every 5 years

Unlikely Likely to occur approximately once every 5-10 years

Rare Likely to occur with less frequency than once every 10 years
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or this:
Almost Certain 1in 100 transactions
Likely 1in 500 transactions
Possible 1in 1000 transactions
Unlikely 1in 3000 transactions
Rare 1in 10000 transactions

We have, no doubt, all used similar matrices to determine likelihood and they are widely accepted, however, there
is a danger in sticking rigidly to them.

In my experience, when you inform management that the likelihood of a risk occurring is rare or unlikely, often they
take that as a sign that nothing needs to be done at this point in time. That can be a very dangerous assumption.

Let’s look at an example.

The following are the recorded Tsunamis in Japan since 1000 ADe:

Year ‘ Event

1293 7.1 magnitude quake with subsequent tsunami

1361 8.4 magnitude quake with subsequent tsunami

1498 7.5 magnitude quake with subsequent tsunami

1605 8.1 magnitude quake with subsequent tsunami. Tsunami wave size recorded as 30 metres
1698 Tsunami caused by earthquake — no recorded seismological data

1707 8.4 magnitude quake with subsequent tsunami. Tsunami wave size recorded as 30 metres
1771 7.4 magnitude quake with subsequent tsunami

1854 8.4 magnitude quake with subsequent tsunami. Tsunami wave size recorded as 16 metres
1896 Tsunami caused by earthquake — no recorded seismological data. Wave estimated at 30 metres
1933 8.1 magnitude quake with subsequent tsunami. Tsunami wave size recorded as 10 metres
1946 8.4 magnitude quake with subsequent tsunami.

1983 7.7 magnitude quake with subsequent tsunami. Tsunami wave size recorded as 10 metres
1993 8.4 magnitude quake with subsequent tsunami. Tsunami wave size recorded as 31 metres
2011 9.0 magnitude quake with subsequent tsunami. Tsunami wave size recorded as of 10 metres

Not all of these Tsunamis impacted the North East of the country, however, several of them inundated the area on
which the Fukushima Nuclear facility was built.

The point here is that using a matrix such as that detailed earlier, the Tsunami would be listed as a rare event.
When it happened in 2011 did it mean that the estimate was wrong? No it did not — the estimate was correct — it
was a rare event.

What then was the estimate of likelihood the day after the Tsunami? The answer — it is still rare.

So the message is this: estimate likelihood based on frequency but prepare, where possible, as if it is
going to happen tomorrow, because one day you will be right!!!!

We will revisit the Japanese Tsunami in the Consequence section of this chapter.

8 https://en.wikipedia.org/wiki/List_of_historical_tsunamis
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So, how do we estimate likelihood?

We can determine likelihood by asking ourselves — has it happened before? If so — how often? We may have
data to assist, however, this will likely be in only rare cases. We can enhance our estimate of likelihood by using
examples from other organisations as well.

What is absolutely critical when assessing likelihood is that we take into account, not only the controls that we have
in place, but also their effectiveness. We do this because there is a direct correlation between the effectiveness
of the controls and the likelihood of the risk i.e. the more effective the controls, the less likely the risk will occur.

The risk shown below has differing control effectiveness in two separate organisations, which, should result in a
differing assessment of likelihood:

Risk Name: Worker falls from heights

Current Controls Working at heights policies Effective

and their Working at heights certification Effective
Effectiveness

Safety equipment Effective

Site induction Effective

Supervision Effective
Safe Work Method Statements Effective

Likelihood: Rare

Current Controls Working at heights policies Effective

and their Working at heights certification Partially Effective
Effectiveness

Safety equipment Effective

Site induction Ineffective

Supervision Partially Effective

Safe Work Method Statements Ineffective

Likelihood: Possible

The key to gaining an ‘accurate’ assessment of likelihood is to understand the controls and their effectiveness.

WHAT IS A CONTROL?

Essentially, a control is something that is currently in place to reduce risk within an organisation and/or an industry.
They have often been introduced/implemented into an as a result of a previous incident or incidents. In many
cases where an incident/event has occurred, it is not as a result of a lack of controls — but because of a failure of
existing controls. So the real key to managing risk effectively is to ensure that our controls are effective.

Controls are categorised as:

¢ Preventative. Controls aimed at reducing the likelihood of an event/incident occurring.
Examples include:
o policies and procedures;
o segregation of duties;
o approvals, authorisations, and verifications;
o security of assets;
o police checks; and
o training.
e Detective. Controls aimed at identifying failures in the current control environment. Examples include:
o reviews of performance;
o reconciliations;
o physical inventories;

o audits (internal and external); and @
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e Corrective. Controls aimed at reducing consequence and/or rectifying a failure after it has been
discovered. Examples include:

o Crisis Management Plans;

o

Business Continuity Plans;

(@]

Disaster Recovery Plans; and

o insurance.
An illustration of an organisational control environment is shown in the diagram below:

Level 1 Controls — Program
Level 2 Controls Organisational Polices

Proactive |

(Preventative) Processes, Procedures,
Level 3 Controls Training, Maintenance
Level 4 Controls L Tools (e.g. Checklists)
Level 5 Controls Proactive ] (I, [T 2EE R,

(Detective) Reviews etc.

Reactive Audits, Inspections,
Level 6 Controls (Corrective) Reviews etc.

Identifying our controls is but one part of the equation, we also need to know which controls are the most im-
portant to preventing risks materialising within the organisation. We do this through the process of identifying our
critical controls.

THE CRITICAL CONTROL

There are risks within any organisation that, if they occurred, would have serious implications for the ongoing
viability and survivability of the organisation. These are the events (risks) that we want to prevent from occurring.

The way we do this is through the controls we have in place.

To highlight; let's say we are working at a major hardware chain in the plant import and distribution part of the
business. The identified risk is:

release of a plant borne bio hazard (including fauna) into the community
There are a range of controls including (but not limited to):

e fumigation at the country of origin and the country of receipt;
¢ handling protocols;

e inspection protocols;

e training of staff;

e supervision of staff;

e sufficient breaks to maintain concentration;

... and the list goes on
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The key here is that we want to make sure these controls are as effective as possible. As they are related to a risk
where the consequence if it should occur is severe, then these controls become critical controls and, therefore,
must be the subject of assurance.

The relationship is shown in the diagram below:

High Then the Likelihood and/or
Consequence Consequence of these
Risks Risks will be Higher!!!

So we need to ensure Critical If these are not
that is is focussed on Controls effective...
those critical controls

and their effectiveness & l

Internal Audit Program

This is what | have termed ‘consequence based internal auditing’ (as opposed to risk-based auditing which
is the predominant term in auditing circles).

An interesting observation is that, for many organisations a significant percentage of critical controls will be non-fi-
nancial and yet, the majority of the audit program centres around ensuring the financial controls are effective.

To me, the focus needs to change.

HOW DO WE ESTIMATE CONTROL EFFECTIVENESS?

One of my favourite tasks as a consultant is to facilitate risk workshops — to get in and get my hands dirty so to
speak. After we have identified the risks, the causes and the consequences and then the controls, | ask the next
obvious question; how effective are the controls?

The answer that | get the most is that they are effective. They have to be, because to date, nothing bad has hap-
pened. What needs to be recognised is that:

e assumption does not equal assurance (i.e. you cannot simply assume that because controls are in
place they are effective); and

e an absence of incident is not necessarily an indicator of control effectiveness.

The only true way to determine the effectiveness of controls is to measure the effectiveness. To that end, all con-
trols need to have performance measures and key performance indicators.

Let’s assume that one of the controls against one of your fraud risks is separation of duties? How do you actually
demonstrate that the control is effective? It is no use assuming that the separation of duties is occurring because
there is a policy, we need to measure conformance to the policy.

2 ;



REVOLUTION DES RISQUES

Perhaps we could develop performance measures and key performance indicators similar to those shown below:

Control ‘ Performance Measures ‘ KPI ‘ Performance
% of tasks involving finances that have documented separation of duties require- 100%
ments ¢
% of managers that are aware of the separation of duties responsibilities 100%
% of spot checks undertaken in relation to transactions requiring more than one 100%

Separation | Signature

of duties % of audits conducted on financial transactions 100%
# of breaches of separation of duties policies/procedures identified through spot 0
checks/audits
% of recommendations from investigations into breaches that are implemented 100%
within allocated timeframes. ’

But simply measuring conformance may not be sufficient. For some risks we may want to test the control
environment as well as conformance against the individual performance measures.

Let’s use the illustration of a childcare centre where one of their most serious consequence risks would be: child
kidnapped from the childcare facility.

We have all of our controls in place and we are measuring conformance and our performance is shown in the
table below:

Child kidnapped from childcare centre

Control Performance Measures Performance

Training of all staff Percentage of §taff that have been trained in the requirements for 100% 100%
release of a child into care

Sign-in/Sign-out pro- Percentage of staff that have been trained in the requirements for o o

Cy 100% 100%

cedure release of a child into care

Verification process for o ) e

new person picking up Percentagelof !oeople picking up children that are on the verified list 100% 100%

. on the child's file

child
Percentage of weekly checks of fences and gates that have been 100% 100%
conducted

Fences/gates ) . - : :
E’ercenta}ge of issues identified during weekly checks that are recti- 100% 100%
fied within 24 hours

The fact that we have 100% conformance against all of the controls demonstrates that we have reduced the level
of the risk, however, we may benefit from testing the control environment, not just the individual controls.

| am not suggesting that we hire someone to try and kidnap a child as that has its own downstream risks in terms
of the psychological impacts on the child. In this case, what we may do is have a relative of one of the children who
is not on the authorised list to pick up the child, attempt to sign the child out of the centre. If the child is released
into their care the control environment has failed despite conformance with all of the controls.

So the key to determining the effectiveness of a control lies in the three lines of defence:
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1st Line of Defence

Control self-assessment. This
involves the control owner making a
judgement in relation to the effective-
ness of the control.

It involves documenting the organ-
isation’s control processes with the
aim of identifying suitable ways of
measuring or testing each control.

The actual testing of the controls is
performed by staff whose day-to-day
role is within the area of the organi-
sation that is being examined as they
have the greatest knowledge of how

REVOLUTION DES RISQUES

‘ 2nd Line of Defence

Internal audit of controls against designated
performance measures and key perfor-
mance indicators.

Primary focus is on controls against risks
with the highest level of consequence.

Qutcomes of control audits provided to
control owner. If any change to effectiveness
the risk owner needs to be informed as this
may change the level of the risk.

Internal audit provides follow up to ensure
that control improvements have been imple-
mented within specified timeframes.

3rd Line of Defence

External audit conducted on spe-
cific controls.

Once again, the focus needs to be
on controls against risks with the
highest level of consequence.

Qutcomes of audit findings are
reported to the internal audit
function for inclusion in reports to
appropriate governance commit-
tees.

the processes operate

We will discuss the humble control in more depth in the later chapter — Embedded risk management — the Holy
Grail or an achievable outcome but, needless to say, those organisations who make a concerted effort and com-
mit resources to assuring that all of their critical controls are effective will reduce incidents within their workplace
significantly.

ESTIMATING CONSEQUENCE

WORST CASE VS PLAUSIBLE

One of the issues | have, and continue to encounter, is organisations who tend towards the worst case scenario
when assessing the consequence of an identified risk.

If you tend towards the worst case scenario with all of your assessments for consequence, you may actually reduce
the credibility of the risk management process and the risk management program within your organisation. If you
do select the worst case scenario consequence for each of your identified risks, regardless of the likelihood, you
are going to end up with a lot of risk in the far right of your matrix as shown below:

Likelihood Consequence N
Insignificant Minor Moderate Major Severe
Almost Certain Medium
Likely Medium
Possible Medium Medium
Unlikely Medium
Rare

| believe that the way we should be assessing consequence is to determine the most plausible outcome against
all of our impact areas.

To give you an illustration. If we had a hundred people that had a trip, slip and fall in our workplace that resulted
in an injury —about 90% of those are either going to have an insignificant consequence or a minor consequence
(and many will have no injury at all). You might have one person break a wrist or something similar that requires
hospitalisation. You might have one injury that is quite serious for which there will be long term effects.
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Out of that hundred, however, it is extremely unlikely that someone will die (a severe consequence on the consequence
matrix). The most plausible outcome here is somewhere in the insignificant/minor region as shown in the chart below:

70

60

50

40

30

20

10

0

Insignificant - Minor Minor - medical attention Moderate - Injury Major - serious casualties Severe - Death or life
Injury No Hospitalisation no long-term effects requiring hospitalisation long-term effects threatening injuries

In many organisations it is almost certain that we are going to have a trip slip or a fall over the next 12 months.
If we were to take the worst case scenario and assess our consequence as severe (i.e. death) our risk would be
rated as extreme. In that case it is well above our target level of safety risk and one that requires urgent action.

Right now all of the safety people reading this book are protesting that someone could die and therefore the
consequence has to be severe. To them | say, | agree, someone could die; but is it the most plausible outcome or
is it an outlier? The probability of someone dying from a simple trip, slip and fall on a flat surface in the workplace
would be very small indeed so why base risk informed decisions around something so unlikely that any expendi-
ture cannot be justified.

But what can you do anyway? Short of laying pillows all over the floor or wrapping people in bubble wrap so
they don’t get hurt as they fall, you can’t reduce the consequence. Short of putting hand rails right throughout
the building there is little that can be done to reduce the likelihood outside of general housekeeping. Do we stop
people from walking because it is an extreme risk?
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Another thing to consider here, is the context in which the assessment of consequence is being made. If we use
the same scenario of 100 people tripping, slipping or falling, however, this time it is in a nursing home, the chart
would be somewhat different, because the context is different. The residents are older, may have existing conditions
that make them more susceptible to injury etc. In this case, when we assess the plausibility of the consequence
the chart may look something like this:

60

50

40

30

20

10
0

Insignificant - Minor Minor - medical attention Moderate - Injury Major - serious casualties Severe - Death or life
Injury No Hospitalisation no long-term effects requiring hospitalisation long-term effects threatening injuries

In this case | would probably err on the side of caution and assess the most plausible consequence as major.
Therefore, there is significant justification to try and take further action if it is available.

The simple fact is that, if we tend towards the worst case on all of our consequences, we are going to treat a lot
more risks than may be needed, which will potentially move the focus away from risks that actually do require
attention; consume unnecessary resources; and reduce the credibility of risk management in that organisation.

So, the lesson out of this is, rather than determining the worst case consequence, ask; what is the most plausible
consequence? If we do this for all of our risks, our assessed risk levels will be more credible and, the decisions
based on these risk levels, will be far more appropriate.

We can also use plausibility to assist us in determining the level of mitigation/controls that we may require.

If we go back to the Fukushima example, not one of the Tsunamis where the wave height was listed, was below
10 metres. To that end, when determining the most plausible consequence, it would not be a stretch to suggest
that we work on 10 metres as the minimum expected wave size with a sliding scale of plausibility as the size of
the wave increased.

Why was it then, with all of this data freely available, that the sea wall at Fukushima was only built to a height of
six metres? This decision is even more puzzling considering that, during construction, the land was lowered by
25 metres so that the foundations of the reactor buildings could be anchored to the bedrock under the site. This
protected against earthquakes, however, it increased the vulnerability to a tsunami.®

ESTIMATING CONSEQUENCE AGAINST ALL OF OUR CRITICAL SUCCESS FACTORS/
IMPACT AREAS

Another issue with consequence estimation that, | believe, has a significant impact on the effectiveness of risk
management is the fact that consequence is only provided one rating. The majority of organisations will have a
consequence table that details the differing levels of consequence against a number of critical success factors or
impact areas. Common critical success factors include (but are not limited to):

9 Seconds from Disaster - Fukushima
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e financial;

e reputation;

e organisational performance;
e compliance;

e safety;

e political; and

e environment.

As discussed in the risk identification chapter, there is no such thing as a one consequence event which means
there is no such thing as a one consequence risk.

As we will see in the risk evaluation and risk treatment chapters, if we have not undertaken an assessment of the
consequences against all of our critical success factors decisions made around evaluation and treatment will be
problematic.

For the effective management of a risk to occur, we need to identify, and record in the risk register, the most
plausible consequence against all of our critical success factors. The highest level consequence will be used in
the risk matrix to determine the risk level, but the important thing is we have an assessment against all of them,
as shown in the diagram below:

Critical Success Most Plausible
Factor Consequence Level

Safety Minor

Reputation Moderate

Financial Moderate

Security

Performance

Environment

[t is difficult, if not impossible, to gain a full understanding of a risk if we only have one level assessed and it is not
clear which impact area this higher level consequence is against.

What that means in practice is that, if your risk register (in whatever format) does not capture the level of conse-
quence against all of your critical success factors your efforts in managing that risk will be hampered considerably.

THE RISK MATRIX — THE FINAL PIECE OF THE PUZZLE

We have seen how likelihood and consequence criteria and assessments can significantly influence the quality
of the outcomes of the risk management process and greatly impact the value of the decisions made as a result.

But what happens if the risk matrix used to determine the level of the risk is also inappropriate? It is quite simple: the
ineffectiveness of the outcomes is further compounded and robust risk informed decision making is almost impossible.

But a risk matrix is just a risk matrix isn’t it?
The risk matrix, is a critical indicator of the levels of risk that it is willing to accept.

So let’s see the difference a risk matrix can make to the level of risk assessed.
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Here is one that we may expect for a speculative organisation:

Consequence
Minor Moderate

Likelihood

Insignificant Severe

Almost Certain Medium Medium

Likely Medium Medium
Possible Medium Medium Medium
Unlikely Medium Medium
Rare Medium

Here is one that may be used for a moderately conservative organisation:

o Consequence
Likelihood — -
Insignificant Minor Moderate Severe
Almost Certain Medium Medium Extreme
Likely Medium Medium Medium Extreme
Possible Medium Medium
Unlikely Medium
Rare

And for a very conservative (risk averse) organisation:

o Consequence
Likelihood —
Insignificant Moderate
Almost Certain Medium Extreme Extreme
Likely Medium Medium Extreme Extreme
Possible Medium Medium Extreme
Unlikely Medium Medium
Rare Medium

If we look at these examples, a risk with a rare likelihood and a major consequence would have a different
risk level when assessed against each of the three matrices.

Each organisation needs to apply significant management effort to determine the most appropriate risk matrix.
It is quite simple: ‘wrong’ matrix — poor decisions.

KEY TAKEAWAYS

There are a number of key takeaways from this chapter:
e determining the likelihood of a risk using historical data believing that unlikely or rare events will not
occur for some considerable time is flawed;

e estimating the likelihood of the risk based on control effectiveness where there is no actual evidence
the effectiveness of the controls is flawed;

e identifying and assuring the effectiveness of the organisation’s critical controls will reduce incidents in
an organisation almost immediately;

e estimating consequence based on worst case scenario may reduce the credibility of the risk manage-
ment program and result in outcomes that are less than optimal;

e estimating consequence against one critical success factor only will reduce the effectiveness of the risk
management process; and

e risk matrices need to be tailored to the requirements of your organisation.
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CHAPTER 6 - "'TRADITIONAL RISK

MANAGEMENT IS FAILING US -
RISK EVALUATION

TRADITIONAL REVOLUTIONARY

All risks are treated
equally when
considering what
further action is
required

INTRODUCTION

Risk evaluation in some ways is the ‘forgotten step’ of the risk management process. The purpose of risk evaluation
is to separate risks to be accepted from those to be further assessed for treatment. By comparing our level of risk
against predetermined criteria we are able to develop a prioritised list of risks that may require further attention.

The category of risk
determines what
further action is
required

[t should be noted that at this stage in the process we are identifying risks for potential treatment — not making
decisions as to whether they are to be treated.

But is it as simple as comparing our risk level against our criteria to determine if a risk needs further treatment?
That depends on the rigour of your assessment up to this point and the criteria you are using to determine the
acceptability or otherwise of the risk at its current level.

EVALUATION CRITERIA

In order to determine whether a risk is a candidate for further treatment we need to compare it against our
evaluation criteria.

Evaluation criteria can take many forms. This is an example that | have seen in many organisations:

Consequences would threaten Acme Inc viability and have serious implications for future
Extreme Risk viability of the company. Requires immediate action by Acme Inc executive management
to implement stringent new controls to mitigate risk.

Consequences would threaten the effective operation of Acme Inc, a key Acme Inc area,
function or service. Existing controls must be effective and requires additional mitigation
action to be managed by executive management.

Consequences would threaten an Acme Inc activity. Existing controls must be effective
and possibly additional mitigation action implemented. Mitigating action may be managed
below executive management level.

Risk is managed by current practices and procedures. Consequences are dealt with by
routine operations — monitor routine practices and procedures for effectiveness - maintain
regime of continuous improvement.
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Or this:

e Mitigating action must be considered as first response

. e Business plans and individuals’ objectives must reflect action to man-
Extreme risk age the risk.
The Gallery is seriously concerned

about this risk e A full contingency plan should be in place and a review data agreed by

risk owner.

Comprehensive action is required e Risk owner normally at Senior Management Team level Heads of
Department must initially alert Senior Management Team of an extreme
risk and regularly report its management to the Director

e Mitigating action must be considered as first response.

e Business plans and individuals objectives must retied action to manage
the risk

e Qutline contingency plan should be prepared by an agreed deadline
and further review date agreed by risk owner.

e Risk owner normally at Senior Management Team level.

e Consider need for mitigating action, subject to other departmental plan

Medium risk priorities.

The Gallery is uneasy about this risk

e Consider need for a contingency plan

e No current action required, but keep under periodic review.

The issue with this methodology is that it assumes that all categories of risk are treated as equal. What | mean is
that this methodology doesn’t take account of the fact that the organisation may be less willing to take risks related
to safety than they would risks where the highest level consequence is against quality of services.

Evaluation criteria can be written qualitatively:

e Acme Inc. will actively seek to reduce safety related risks to low;

e Acme Inc. will actively seek to reduce risks where the company’s reputation and/or brand are adversely
impacted to low;

e Acme Inc. will seek to reduce risks that would give rise to compliance and/or regulatory concerns to
low; and

e Acme Inc. is willing to accept risks that have a financial consequence that are medium or below.

This methodology does recognise that the organisation may be willing to accept higher levels of risk in one category
than in another, however, it is reasonably ‘clunky’.

The evaluation criteria | use is in a matrix format as shown below:

What is our target level of risk against each risk category?

atego Medium e

Safety L 2

Security *

Quality of Services

Financial

Legislative Compliance

L IR IR R 4

Environment

Reputation *
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This graphical representation highlights the different target levels for the different categories of risk, but in such a
way that is easy to communicate to everyone in the organisation.

So let’s look now at how we evaluate risk using our evaluation criteria.

EVALUATING RISK

The risk evaluation process is, in theory, quite simple. We compare the assessed risk level against our predeter-
mined criteria to make a decision as to whether the risk is a candidate for consideration for additional treatment
or whether it can be accepted at the current level.

In this example we compare our assessed risk level:

L Consequence
Likelihood — - -
Insignificant Minor Moderate Major Severe
Almost Certain Medium Extreme Extreme
Likely Medium Extreme
Possible Medium
Unlikely Medium
Rare Medium Medium

against the first example of evaluation criteria:

Consequences would threaten Acme Inc viability and have serious implications for Gov-
ernment. Requires immediate action by Acme Inc executive management to implement
stringent new controls to mitigate risk.

Extreme Risk

Consequences would threaten the effective operation of Acme Inc, a key Acme Inc area,
function or service. Existing controls must be effective and requires additional mitigation
action to be managed by executive management.

Consequences would threaten an Acme Inc activity. Existing controls must be effective
and possibly additional mitigation action implemented. Mitigating action may be managed
below executive management level.

Risk is managed by current practices and procedures. Consequences are dealt with by
routine operations — monitor routine practices and procedures for effectiveness - maintain
regime of continuous improvement.

and, as a result, we mark this risk as one that may need to be considered for further mitigation.

Let’s make the same comparison of the risk level

L Consequence
Likelihood — - -
Insignificant Minor Moderate Major Severe
Almost Certain Extreme Extreme
Likely Extreme
Possible
Unlikely
Rare

with the following criteria:
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What is our target level of risk against each risk category?

atego Medium e

Safety *

Security L 2

Quality of Services

Financial

Legislative Compliance

L R SR SR 4

Environment

Reputation *

What we see here is that against four of the seven criteria medium is an acceptable level of risk and, therefore,
would not require treatment. Effectively we have reduced considerably the number of risks we need to treat, thus
potentially reducing the resources needed to apply to the additional treatments.

But the issue we have now is that in using this table we do not have enough information as to what category the
risk is so we do not know whether it is acceptable or not. That is, we do not know just from examining the risk
matrix what type of risk it is.

So here is the first reason why it is critical that we assess the consequence against all of our critical
success factors.

If the likelihood is possible and we assessed consequence levels as follows:

Critical Success Factor Most Plausible Consequence Level

Safety

Reputation

Financial

Security

Performance

Environment

We can see that it is a medium risk as a financial risk (which is acceptable) and a medium risk as a reputation risk
(which exceeds the target level of risk).

So in this case we need to undertake further analysis to determine if there are any additional controls we can
implement that will reduce the risk level to the target level.

What this demonstrates is that, like other aspects of the risk management process we have covered to date, risk
evaluation is not as simple as it may first appear.

KEY TAKEAWAYS

The key takeaways from this chapter are:

e not all categories of risk are going to have the same target level of risk within the organisation;

e before considering a risk for treatment against our target matrix, we need to understand the conse-
quence against all of the critical success factors; and

e not all of the risks identified as exceeding the target level of risk will be treated as we will discuss in the

next section.
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CHAPTER 7 - "TRADITIONAL' RISK
MANAGEMENT IS FAILING US -RISK
TREATMENT

TRADITIONAL REVOLUTIONARY

All risks require =2 Very few risks require
treatment ; additional controls

PREMISES

Very few things are going to happen within your organisation that haven’t happened before - in either
your organisation or a like organisation

For a significant percentage of risks (my estimate is an excess of 80%) nothing can be done to reduce
the consequence if the event was to occur so the focus needs to be on reducing the likelihood that it
will occur

Risk cannot be transferred

INTRODUCTION

All risks need mitigations to be developed right? Based on all of the risk registers | have come across within
organisations across multiple industries, you would think that somewhere it is written that all risks need to have
mitigation strategies developed and captured in the risk register. But this is not the case.

Given the first premise, very few things are going to happen within your organisation that haven’t happened before
- in efther your organisation or a like organisation the reality is that, for the most part, you already have the majority
of the controls in place that you need to manage the identified risks, you just need to make sure they are effective.

When deciding what actions to take with regard to an identified risk that has exceeded the target level for that
category of risk, | ask a series of questions:

e Can | avoid the risk altogether by not undertaking the activity?

e Can I reduce the likelihood of the risk occurring by strengthening/ensuring the effectiveness of the
current controls?

e Can I reduce the likelihood of the risk by adding new controls (or do | need to)?

e If the event occurs, can | reduce the consequence/s through strategies such as Insurance and/or Busi-
ness Continuity Plan/Disaster Recovery Plan?

In the next sections we will look at some of the important issues surrounding options for treating risks, although in
this book | won’t be covering risk avoidance as it is an option that is not often available to organisations.
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TREATMENT OPTION 1 - RISK MITIGATION

GENERAL

As previously discussed, if the control environment within the organisation is already effective, there may be no
need to develop additional treatments. If there is a requirement for additional mitigation strategies, there are a
number of considerations that must be addressed.

OWNERSHIP

As for risk, any treatment action without an owner will never be completed. Owners need to have the level of
authority/delegations necessary to complete the treatment action.

This can be complicated when it is a shared risk and the treatment owner is in another part of the organisation
or another organisation altogether. In such cases, funding may need to be provided/transferred in order for the
treatment to be implemented.

IDENTIFYING TIMELINES/TIMEFRAMES FOR TREATMENTS

| love reading risks treatments in risk registers. | mentioned a few of them in the introduction to the book, but here
are a few more that | have come across that are worth listing:

e increased monitoring and inspections;
e improved control systems;

e Dbusiness plan;

e project planning;

e budget and planning processes;

e ...andl could go on.

Essentially, we need to consider the development and implementation of a risk mitigation as being akin to undertaking
a project, that is, there is a beginning and an end.

There are two types of treatment. The first type is one where there is a start point and an end point but the treatment
does not become a control as depicted in the diagram below:

Examples:

Treatment action

1. Short term actions to increase the effectiveness of a current control

implemented
2. One off actions (e.g. send a letter to .../Lobby xyz person

The second type involves developing a treatment that, once implemented, becomes a new ongoing current
control. Like all other controls it needs to be assessed for effectiveness. It needs to be recognised, however, that
it is only when the control has been measured and deemed effective that it can be considered that the treatment
has been completed as shown in the diagram below:

Treatment action Treatment action Control reviewed
implemented becomes a for effectiveness
P Current Control (as for all controls)

The risk level in the risk register cannot actually be reduced until such time as the control has been deemed effective.
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Given the project like nature of the treatments, the wording of the mitigations is critical. We need to be able to
allocate a resource to undertake the treatment, performance measures, as well as a budget and timeline. To do
this we must ensure that the wording of the treatments supports this. The key here is to avoid what | term “fluffy”
treatments.

If we identify poor communication as a cause for one of our risks, better communication is not a treatment strategy.

Let’s look at the examples from the introduction with what might be more appropriate wording:

Current Wording Alternate Wording
Develop and implement a communication strategy to
Better communication ensure more effective communication with the stakeholder

community

Design, develop, deliver and evaluate a training package
Training in contract management aimed at improving the contract management skills of con-
tract managers within the department

Develop and implement a fraud audit program with the
Rolling fraud audit program purpose of identifying any instances of organisational fraud
as early as possible

Conduct a security review in order to determine whether
improvements in physical security are required
Additional physical security
On the basis of the review develop a business case for
recommended security improvements

More management oversight and action | have absolutely no idea how to reword this

Give them something to believe in See above

By wording treatments in this manner it means that they can be captured as line items in a corporate plan and
a budget. | contend that you cannot include better communication in a corporate plan and allocate resources to
it but you could for develop and implement a communication strategy to ensure more effective communication
with the stakeholder community.

COST EFFECTIVENESS OF RISK TREATMENTS

Determining the cost effectiveness is simple, right? We don’t want to spend more on the treatment than the con-
sequence, that is just not good business.

But it is not that simple. Let’s look at a few examples.

Pre Mitigation
Consequence Level

In this first example, we are, on the surface, spending $80,000 to potentially save $50,000. It seems a simple
enough decision, why spend $30,000 more than what the consequence would be if the risk was to materialise.

Post Mitigation
Consequence Level

Risk Level Treatment Cost

$80k $50k

What we don’t know, however, is what the levels of consequences are against the other critical success factors/
impact areas. The safety consequences, or the reputation consequences may be more severe than the financial
cost, so expending the $80,000 may be warranted.
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Here is another example:

Pre Mitigation Treatment Post Mitigation
Consequence Level Cost Consequence Level

Almost Certain reduced

In this example we are spending $50,000 but there is no reduction in consequence level. Our likelihood is reduced
from almost certain to rare.

Risk Level Likelihood

This is a very difficult sell to management because we are not reducing the consequences so, as far as they are
concerned, if we spend the money and it still occurs we have wasted $50,000. Sound familiar?

And how frustrating is it when you have identified the risk, assessed that it is above the target level of risk, requested
resources to implement further controls only to be told: we don’t have the budget, or, you are just given a flat out
no? | know, it has frustrated me.

| had an instance where a project had undertaken an excellent risk assessment and identified that the IT system they
were working on for a client could fail during the live demonstration. In their project budget (which was approved
by the project executive) funding was allocated for a second lap top loaded with the application in case the first
one failed during the demonstration, a demonstration that had taken over three months to organise based on the
seniority of the attendees. The purchase order for the additional computer was submitted but the expenditure was
not approved by the finance officer. The reasoning - spending $4500 on a backup computer could not be justified
given the low likelihood that the risk would materialise. You guessed it, the demonstration commenced, the laptop
computer failed and was not able to be recovered. The result, the project was cancelled and the reputation of the
organisation suffered considerably.

Despite this, no-one was ever held to account over the decision not to approve the funding.
There are a number of key points to note in relation to determining the cost effectiveness of risk treatments:

Firstly, cost benefit analysis of risk treatments is not always about cost, therefore, the risk needs to be assessed
against all critical success factors. If we limit ourselves to assessing cost benefit against cost alone our decisions
may be flawed.

Secondly, cost effectiveness of treatments is not about reducing consequence or likelihood alone, it is about
reducing the risk to an acceptable level.

Finally, as stated in the second premise, for a significant percentage of risks (my estimate is an excess of
80%) nothing can be done to reduce the consequence if the event was to occur. To that end, the second
example will be the one you are submitting most for approval. The question is: how do we convince the finance
staff/management to provide funding to reduce the likelihood of an event that may or may not occur in the first
place and, if it does, will have the same consequence regardless of how much was spent? This is a significant
challenge but one that can be overcome.

| worked with an organisation where this was the exact situation | found myself in; a finance manager unwilling to
approve expenditure of $50,000 to implement an additional control against an extreme risk.
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This is what | presented to them:

o Consequence
Likelihood — - -
Insignificant Minor Moderate Major Severe
Almost Certain Extreme Extreme Level of
- risk without
Likely Extreme treatment
Possible
Unlikely
Rare Medium Medium Level of risk with

treatment (meets target
level of risk requirements
specified by the Board)

Funding approved: Yes/No
If funding not approved:

| hereby accept the risk and all of the potential consequences on behalf of the organisation

J.D. Spendthrift

Finance Manager

What you (and management) need to understand is that by refusing to provide a budget for treatment strategies
to reduce the level of risk, they have accepted the risk on behalf of the organisation.

[t may not surprise you that | received approval and the treatment strategy was funded and is being implemented
in the near future.

ACTUALLY DOING THE TREATMENT ACTIONS THAT HAVE BEEN IDENTIFIED

[ am not sure why organisations seem to believe that by capturing treatments in their risk register they are somehow
going to implement themselves. It is a simple fact that, no matter the post-mitigation risk level, the risk will remain
at its pre-mitigation level until the treatment

This is the fundamental difference between an organisation that “does” risk management and one which manages risk.

CONSIDER THE DOWNSTREAM RISKS (WHERE THE CURE IS POTENTIALLY WORSE
THAN THE ORIGINAL DISEASE)

Downstream risks are those risks that arise as a direct result of the implementation of treatment strategies to deal
with a risk. In some cases, implementing treatment strategies can give rise to potential consequences that are
worse than would be the case if the original risk occurred.

To illustrate, let’s use the example of the Wesley Hospital in Brisbane that suffered an outbreak of Legionnaires
disease in 2013. In this case, the safety team identified that there was a risk to patients being burned by hot water
from a tap or a shower. In fact, as the Queensland Health Minister stated: “Recently, Workplace Health and Safety
considerations have required authorities across the world to lower the temperature in hot water systems to protect
people from unintended scalds”. Without a doubt scalding is possible, if not likely, however, the most plausible
outcome (see previous discussion on estimating consequence) is, at worst, a first degree burn to someone’s hand
(bearing in mind we are talking about a normal tap here — not a hot water urn where the water is boiling).

So what are our options? We can accept the risk and understand that people have taps and showers in their
homes and that it is unlikely that the hospital is their first encounter with hot water or, we can decide that this risk
is not acceptable and treat it. Let’s say we are very risk averse and choose option two — what can we do to lower
the temperature in hot water systems?
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The first option is to install tempering valves. A tempering valve mixes your hot and cold water to deliver hot tap
water at a constant temperature. Tempering valves have a temperature sensitive element which adjusts the mix
depending on the temperature of the incoming water flowing through the valve. The mechanism is a sliding valve
that varies the ratio of hot and cold water that is allowed to pass. The valve is designed to maintain a constant
outlet temperature, reducing the risk of accidental scalding. This is expensive, but very effective in reducing the
risk of scalding.

The second option is to turn down the temperature of the stored hot water to 50°C. Sounds simple enough,
however, to protect against the growth of Legionella bacteria, the cause of Legionnaires’ disease, it is a legal
requirement that any stored hot water be kept at a minimum temperature of 60°C. This requirement is as per
Australian Standard AS3500 and applies to all hot water systems with tanks, including solar and heat pumps.

If we were to conduct a thorough assessment on the treatment options then option one is the only course of action
that satisfies the workplace health and safety requirement to lower the temperature in hot water systems whilst at
the same time remaining within the requirements of the Australian Standard (and the law).

Option two, however, was the treatment that was chosen. The result:

e a60-year-old man died from Legionnaires disease;

e another person was stricken with the disease and needed to be treated in Intensive Care;
e anumber of patients were transferred to other hospitals;

e patients in the hospital were unable to shower for about a week;

e admissions and elective surgery were refused until test results confirmed that there was no risk to
patients;

e over 1000 former patients had to be contacted and then tested;
e 2000 staff were potentially exposed to the bacteria;

e the hospital's hot water systems had to be flushed which involved turning up the water pressure and
the temperature to 65°C, with the showers and taps run for 10 minutes — which had to be performed
more than 500 times across the entire hospital;

e significant time and resources in the investigation of the outbreak;
e though not reported, it is likely that legal action would have been taken by those affected; and

e the reputation of the hospital suffered significant damage as the outbreak was in the news for well over
a month.©

These consequences were far worse that the consequences of the original identified risk.

The lesson from this case study: when developing a treatment plan for an identified risk, is to ask yourself: “if we
implement this treatment, does it give rise to any further risks?”

10 www.brisbanetimes.com.au 5th June 2013



But don’t just ask this question while sitting in a conference room conducting the risk assessment — thoroughly
research the implications of the treatment. In my opinion, had that research been conducted at the Wesley Hospital,
this outbreak may not have occurred.

TREATMENT OPTION 2 - RISK SHARING

GENERAL

Risk sharing is the transfer of responsibility for an activity to a third party through outsourcing. It can also involve
the transfer of consequences to a third party.

[t needs to be stressed to participants that in sharing a risk the organisation is not transferring responsibility for
the risk. If the organisation owns the responsibility for the function it owns the risk.

Contracting and insurance are the most well-known examples of risk sharing.

INSURANCE

When we look at the risk of our house burning down, most people will say that they have mitigated the risk through
taking out insurance. This, however, does not look at the risk holistically. What we need to look at is:

¢ What would cause the fire to occur in the first place?
e What can | do, therefore, to reduce the likelihood of the fire starting?
e If the fire starts are there any strategies/controls to stop the fire spreading?

¢ \What would the other consequences be if the house burned down? What, if anything, can | do to
reduce these consequences (other than through insurance)?

If the house does burn down, there are many consequences such as loss of life/injury, psychological issues, in-
convenience etc. Insurance only covers the financial consequences of the burning down of the house.

There is no such thing as an insurable risk - only an insurable consequence.

CONTRACTING

In 1998 a fire occurred in the engine room of the HMAS Westralia. It occurred due to the fact that a rigid fuel hose
was replaced with a flexible fuel hose by the maintenance contractor.

As a result of the fire:

e four sailors died;

e there was a significant repair bill;

¢ the Navy was without the capability for some 18 months;

¢ the reputation of the Navy was greatly affected; and

e there were many thousands of man days spent on Boards of Inquiry and investigations.

Who owned the consequences? The answer - the Navy.
The report into the incident found:

The fire in HMAS WESTRALIA on 5 May 1998 was caused by diesel fuel from a burst flexible hose spraying onto
a hot engine component and then igniting. The hose was one of a number of new flexible hoses supplied by the
ship’s support contractor, ADI Limited, to replace the original rigid pipes. In the Board’s view, the hoses were not
properly designed and were unfit for the intended purpose.

A change of this type should have been processed through the RAN configuration change process as well as
being approved by the ship’s classification society, Lloyds Register. Both processes were bypassed, largely as a
result of ignorance and incompetence. Key personnel within the RAN, and more particularly ADI Limited, were not
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adequately trained or qualified for the responsibilities placed on them.
The activity was outsourced but the risk certainly was not.

| am also surprised by the number of organisations that have outsourced functions critical to their operations
(critical business functions) where the contractor is required to maintain the continuity of that function without
consideration being given to the possibility that the source of the disruption is the contractor.

I wrote a piece on the industrial dispute by garbage removal workers at the contractor responsible for the collection
of the ACT'’s rubbish. You can access the blog here.

The key message from that blog is:

If you own the function, you own the risk, which also means you own the continuity of that function if
a disruption occurs.

TREATMENT OPTION THREE - RISK ACCEPTANCE

Retaining or accepting risk involves making a conscious decision to accept the consequences if the event should
occur. Some reasons for accepting a risk might include:

¢ Risk treatment is not cost effective. \We assess the treatment options and find that it is not cost
effective (even after assessing the consequences against all of the critical success factors)

¢ Risk is at or below the acceptable level for that category of risk. If the risk is at or below the
target level of the risk, then additional treatments are not required, it will only be a waste of resources.

¢ Risk is outside the control of the organisation. If the risk is outside the control of the organisation,
then accepting the risk may be all that is possible. In such cases, the organisation should take every
effort to try and reduce the consequences of the event if it were to occur (business continuity plan,
disaster recovery plan, insurance etc.).

¢ Risk is above the target level but is accepted. In this case the risk exceeds the acceptable level
for that type of risk but nothing more can be done to reduce the risk or management are prepared to
accept the risk at that level in the pursuit of its objectives.

If an organisation is to accept a risk above its target level, it is critical that the decision to accept is made by
someone that has the necessary level of authority to make such a decision. To that end, we need to accompany

our target level of risk matrix ...
What is our target level of risk against each risk category?

atego Medium e

Safety *

Security *

Quality of Services

Financial

Legislative Compliance

L IR JNIK IR 2

Environment

Reputation *

11 Report of the Board of Inquiry into the fire in HMAS WESTRALIA on 5 May 1998, p12
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with an authority matrix ...

Authority for Acceptance of Residual Risk if it Exceeds

the Target Level of Risk

Safety Funetonal DCEO CEO
anager

Security F’\Ljnchonal DCEO CEO
anager

Quiality of Services Functional Manager DCEO

Financial Functional Manager DCEO

Legislative Compliance (includes Legal) Functional Manager DCEO

Environment Functional Manager DCEO

Reputation F’\L/Jlnchonal DCEO CEO
anager

This matrix, or a similar methodology, provides an excellent foundation for accountabilities assigned to the risk
management framework in that the decision to accept or otherwise is not left to staff at the lower levels of the
organisation.

It is a very powerful tool in embedding an effective risk management framework into the organisation.

KEY TAKEAWAYS

The key takeaways from this chapter are as follows:
e risks only require additional treatments when the current control environment is deemed to be ineffec-
tive or not sufficient;

e risk treatments need to be described in such a way as they can be allocated resources, performance
measures and timeframes;

e risk treatments sitting in a risk register do not get better with age and they do not reduce the level of
risk until they are completed; and

e you cannot transfer risk; you can only transfer responsibility for the conduct of the activity to another
party (e.g. outsourcing) or financial consequences, but you will always own the risk.
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CHAPTER 8 - "'TRADITIONAL RISK

MANAGEMENT IS FAILING US -
MONITOR AND REVIEW

TRADITIONAL REVOLUTIONARY

Monitor (periodic) and
review (continuous)
are separate
disciplines

Monitor and review
involves reviewing
risk registers every
3, 6 or 12 months

PREMISE

Monitor and review are not one and the same

INTRODUCTION

| am simply amazed at the number of organisations that believe conducting a review of the risk register/s every
three, six or 12 months is actually managing risks. In my experience, what is done is neither monitor or review, it
is simply a case, once again, of ‘ticking a box’ to meet a policy requirement.

The Oxford Dictionary (does that make me seem smarter if | include dictionary definitions) defines the terms as follows:

¢ Monitor. Observe and check the progress or quality of (something) over a period of time; keep under
systematic review. Maintain regular surveillance over.

e Review. Assess (something) formally with the intention of instituting change if necessary. Survey or
evaluate (a subject or past events).

What we see from these definitions is that monitor is a continuous action with review capturing a snapshot in
time. We need both, but they are certainly not the same.

MONITOR

As few risks remain static, they need to be continually monitored. So what can change? Firstly, the internal context
can change. Secondly, the effectiveness of controls can change which may impact the level of the risk. Finally, the
external context may change that could change the level of the risk.

Risk owners must monitor the status of the risks that have been allocated to them and report on them in accor-
dance with the requirements of the organisation.

But do we need to monitor all risks to the same extent? The answer, of course, is no.
Continuous monitoring can be broken down into a number of levels:
e manage intensively;

e manage closely;
e watch and act; and

e acknowledge
49



MANAGE INTENSIVELY

As the name suggests, these are the risks that require the greatest scrutiny and ongoing surveillance. If these risks
were to materialise the consequences to the organisation would be significant (and in some cases devastating).
Risks that fall into this category are:

e extreme risks; and
e risks with severe consequences if the event occurs (regardless of likelihood).

The monitoring of these risks will include constant scrutiny of:

e Controls and their effectiveness. This requires significant assurance that the controls are operating as
expected. As raised in previous chapters, monitoring of these controls should be included in the organ-
isation’s internal audit program.

¢ Theinternal and external environment for indicators that the event may be imminent. It may be that
certain lower consequence events have occurred but the ‘knock on’ effect is to increase the likelihood
of the higher consequence risk.
Reports should include status updates on the controls against this category of risk, regardless of likelihood.

MANAGE CLOSELY

This is the next highest category of risk monitoring. Whilst the consequences if these risks were to materialise are
not as devastating of those in the previous category, they will still be of a level where senior management will be
aware that the event has occurred. Risks that fall into this category are:

e high risks; and
e risks with major consequences if the event occurs (regardless of Likelihood).

In monitoring these risks, attention will be paid to:

e The controls and their effectiveness. This requires reasonable assurance of the controls.
e The internal/external environment for indicators that the event may be imminent.

Once again, reports should include status updates on the controls against this category of risk, regardless of
likelihood.

WATCH AND ACT
Risks that fall into this category are:

e medium risks whose consequences are not high enough (i.e. they are moderate or below) to be
captured in the two categories listed above; and

e risks with moderate consequences if the event occurs (regardless of likelihood).

In monitoring these risks, attention will be paid to:

¢ the controls and their effectiveness, although significantly less assurance is required than for the first
two categories; and

¢ whether there are any changes in the environment that would lead to the risk level increasing.

[t would only be in the case where the risk level may increase as a result of other factors that these risks would
be reported to management.
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ACKNOWLEDGE

These are the low risks within the organisation and require little to no monitoring. The only risks in this category
that | would consider monitoring on a semi-regular basis would be those risks where, if there are any changes in
the environment, the consequence could increase.

REVIEW

GENERAL

The review process is an opportunity for management to receive assurance:

e that controls (particularly the critical controls) continue to perform as expected; and
e that the risk management program is performing as expected.

Periodically, line management should also review the organisation’s risks to ensure they are being managed effec-
tively. Managers should use this opportunity to challenge risk owners to provide:

e evidence of control effectiveness; and

e justification for any changes to risk level (especially if a reduction in level has occurred).

In order to be able to challenge risk owners, line management need to have an understanding, not only of the
risk, but also risk management. Arbitrarily changing a risk level from red to green is not line management review.

CONTROL AUDITS

Whether from internal or external sources, third party audits bring a measure of independence and perspective to
the assessment of control effectiveness.

Third party audits should be anticipated and planned as a transparent part of the risk management assurance
system.

THIRD PARTY REVIEW OF THE RISK MANAGEMENT PROGRAM

Third party reviews of the risk management program provide assurance to management that it is meeting its
objectives and that there is continuous improvement in the risk management program.

One methodology that third parties use to review risk management programs is through the conduct of a maturity
assessment.
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The methodology that | utilise in my company provides the following output:

Maturity Assessment Output
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Risk Communication
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Training
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Reporting Framework
Incident Management
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Review Documentation
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Monitor and Review
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DEVELOPMENT DOCUMENTATION

Conducting periodic maturity assessments allows the organisation to track its improvement over time. This is an
invaluable component of measuring the effectiveness of the risks management program within an organisation.

KEY TAKEAWAYS

The key takeaways from this chapter are as follows:

e monitor and review are not the same; and
e arisk management program is not effective with review alone.
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CHAPTER 9 - EMBEDDED RISK
MANAGEMENT - THE '"HOLY GRAIL OR

AN ACHIEVABLE GOAL?

INTRODUCTION

If | had a dollar (preferably a US Dollar) for every time | hear an organisation state that their goal is to embed risk
management as part of their day to day business | would be a very rich man. | would be extremely poor, however,
if | was relying on a dollar from every organisation that had achieved it.

You see, there is a fundamental problem; no one has been able to articulate what that actually looks like. That is,
until now.

This might surprise you, but a significant amount of embedding of risk management into the day to day business
is already occurring in every organisation, even those who do not have risk registers.

But that makes no sense | hear you say. How can we have risk management embedded into our day to day
workplace if we do not have a risk register? The answer lies in the humble control.

THE PREMISE

Very few things are going to happen within your organisation that haven’t happened before - in either
your organisation or a like organisation

That is not to say that nothing new happens — particularly in highly complex new endeavours. For most organisations,
however, something that happens that has not occurred before in the organisation or a like organisation is a rarity.
When it does, new controls can be introduced in an attempt to prevent the same thing from happening again in
the future.

| contend that, for the most part, the risks to hospitals, universities, hotels, councils, child care centres, aged care
facilities etc. are the same, the only thing that differs is the context (i.e. what controls are in place [beyond those
that are legislated)], its location, the level of staff experience etc.)

| provide a case study on my courses of a student who worked for a major retail chain in Australia. He was the
manager of the importation and distribution of plants and trees on behalf of the company. He relayed to me the
controls he had in place and mentioned the $150,000 he had just received in his budget to fund an additional
training and awareness campaign for biosecurity. The risk is obvious: release of a biosecurity threat into the
community. However, when | enquired as to whether the risk was in the risk register, he stated that they didn’t
have one or, if they did, he had never seen it. The point is, he was managing the risk by ensuring all of the controls
were effective, so when he identified what he perceived to be a control gap, management trusted his judgement
and provided funding to address the deficiency. He was managing the risk without a risk register, that is to
say, the management of risk was totally embedded in the day to day operations of the business.

I am not suggesting for a minute that we abandon the risk management process and throw away our risk registers.
What | am suggesting is that the manager in this case was managing his risk in a manner that far exceeds what
| witness in so many organisations despite not having the risk recorded in a risk register. He was managing the
risk, not simply doing risk management.

So let’s test this theory by identifying just 10 common risks that could exist in each of the organisations
highlighted above.
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Hospital

Legionnaires outbreak in the hospital

Contaminated food served to patients/staff

Wrong medication or wrong dose of medication administered to a patient (particularly schedule 8 drugs)

Theft of pharmaceuticals by a member of staff

Surgical instruments/equipment left in a patient after surgery

Assault of a patient by a member of staff (including sexual assault and use of unreasonable force)

Issue motivated person takes control of part of the hospital or causes harm to staff and patients (e.g. active shooter)

Assault of staff or other patients in the emergency room of the hospital

Wrong surgery undertaken on a patient

Member of staff takes action (e.g. legal action, self-harm) as a result of unresolved/poorly handled bullying and harass-
ment claim

University

Systemic plagiarism uncovered within the university

Member of staff exchanges higher grades for benefits

Fraudulent claims for government subsidies

Issue motivated person takes control of part of the university or causes harm to staff and students (e.g. active shooter)

Explosion in university teaching facility

Students involved in a prank/incident that is contrary to the law or community standards

Member of staff or student takes action (e.g. legal action, self-harm) as a result of unresolved/poorly handled bullying and
harassment claim

Theft of funds from University trust account/s

Unauthorised release of, access to, or changes to student data

Uncontrolled release of a toxic substance from a laboratory

Hotel

Legionnaires outbreak in the hotel

Uncontrolled descent of an elevator

Contaminated food served in the restaurant

Theft of items from a guest room by a member of staff

Member of staff takes action (e.g. legal action, self-harm) as a result of unresolved/poorly handled bullying and harass-
ment claim

Item (e.g. window, piece of the building etc.) dislodges from hotel and falls to the ground

Guests unable to escape from the hotel during a fire emergency

Unauthorised release of, access to, or changes to customer confidential data (including financial data)

Bedbug infestation at the hotel

Member of staff assaults a guest (physical, sexual or verbal)
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Local Council

Theft of council supplies/equipment

Explosion at bulk fuel storage facility

Loss of council records (electronic and/or hard copy)

Untreated sewage released into the adjacent water source

Member of staff or student takes action (e.g. legal action, self-harm) as a result of unresolved/poorly handled bullying and
harassment claim

Legionnaires outbreak in council operated facility

Member of council staff or counsellor accept benefits for approval of works

Unauthorised release of, access to, or changes to resident confidential data

Systemic overcharging or undercharging of resident rates

Disruption to collection of rubbish

Note: /f the council operates an aged care facility and/or a childcare centre, the risks detailed below will also be applicable.

Childcare Centre

Child kidnapped from childcare centre

Child leaves the childcare centre unaccompanied

Inappropriate behaviour towards a child by a member of staff

Heavy item falls on a child from height (e.g. bookcase, television, tree branch etc.)
Child falls from heights

Fire in the childcare centre during opening hours

Structural failure of outdoor playground equipment

Child left in childcare centre after closing

Child ingests poisonous substance (including medication)

Child exposed to dangerous foreign objects (e.g. broken glass/syringes etc.) in playground

Aged Care Facility

Assault of a resident by a member of staff (including sexual assault and use of unreasonable force)

Assault of a member of staff by a resident or a family member/visitor

Theft of resident's property by a member of staff (including manipulation of will)

Contaminated food served to residents

Wrong medication or wrong dose of medication administered to a resident (particularly schedule 8 drugs)

Residents unable to be evacuated during an emergency event

Theft of pharmaceuticals by a member of staff

Resident struck by a motorised mobility aid within the facility

Residents unable to be evacuated during an emergency event

Gross mistreatment/ malnourishment of residents
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What you may notice from the above is that there are risks that are also commmon across industries, so we need
not restrict ourselves to identifying things that have gone wrong within our own industries.

So what does this mean in practice?

For the most part, whether it be required by legislation and/or regulation or whether it be through internal policies
and procedures, these risks should already be managed through the controls that currently exist. Therefore,
when an incident occurs, in a significant proportion of cases (if not nearly all), it has been caused due to a failure
of existing controls and not because of a lack of controls. This is an extremely important concept to understand.

What this also means is that to embed risk management into your organisation you don’t need risk registers with
hundreds (or thousands) of risks. What you require is a means of capturing all of the controls linked to each risk
and a program to continually monitor their effectiveness.

As | look at the news over the last few days | see stories such as: patrons injured when grandstand collapses;
man killed after part of a carnival ride dislodges and lands on the car travelling behind; Legionnaires outbreak in
Sydney; two cases of Salmonella contamination from the same source in three months, and the list goes on. The
common thread: all of these incidents were avoidable and should not have happened and, most likely there has
been a failure in the existing control environment.

Let’s look in more depth at one of those examples.

There have been recent cases of Legionnaires outbreaks across New South Wales and yet, there are multiple
controls in place through various pieces of legislation and regulation that should prevent such an outbreak. These
include (but are not limited to)

e development of a Legionnaire’s risk management plan;
e installation of a drift eliminator;

e water in storage areas of hot water systems is kept at a temperature of at least 60°C at all times while
the system is in operation;

e cooling tower maintenance program which includes:
o towers serviced at least monthly;
o continually treated with biocides, anticorrosion agents and a bio dispersant;
o recirculating water sampled and analysed at least once a month for HCC; and
o recirculating water sampled and analysed at least once every three months for Legionella.

e temperature of hot water systems to be tested at least monthly and recorded in the maintenance log
book kept in relation to the system;

e corrective management program; and

e notification protocols to Department of Health upon discovery of bacteria above set limits.

And yet, Legionnaires outbreaks are a reasonably regular occurrence despite all of these controls. Why? The
answer is simple: in such cases it is usually discovered after the event that the controls were not implemented or
maintained effectively (i.e. there were control gaps).

| heard a quote from aviation expert Richard Quest on the Sunrise Program on 20th May 2016 in relation to the
crash of the EgyptAir aircraft and the speculation it was caused by an explosive device that, | think, provides an
insight into why things that should not happen continue to occur. The program hosts asked the obvious question
about whether the plane is inspected and checked at each stop on the journey. Mr Quest stated that it was a
requirement to do that but:

2 Source prensa National Summary of Cooling Tower Legislation, March 2011 and South Australian Public Health (Legionella) Regulations 2013 under the
South Australian Public Health Act 2011
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“Familiarity breeds complacency; complacency breeds negligence and something eventually slips through”.

What he was eluding to was that, even with the best control frameworks, control gaps do arise, particularly when
there is a human interface.

Avoiding these control gaps is particularly critical for risks where the consequences are severe. If we continue
with the Legionnaires example, an outbreak at a hospital would have a severe consequence (as was the case at
the Wesley Hospital in Brisbane in 2013). To that end, the controls associated with the maintenance of the cooling
towers and hot water services are critical to ensuring such an event doesn’t occur. Therefore, the control program
needs to be documented in a cohesive manner, evidence needs to be collected and documented, and assurance
activities need to be factored (and costed) into the control program to verify that the activities are actually being
conducted (even more critical if the function is outsourced).

Subsequent to the outbreak at the Wesley Hospital, Queensland Health directed Queensland’s 17 hospital and
health services, and requested 103 private and day hospitals and health facilities to test their potable water sys-
tems for Legionella.

The results™ were astonishing given the regulated nature of the controls:

Positive for
L.pneumophila

(the bacterium that Positive for

Positive for other Legionella in Number of response
Legionella complex care Category™
areas.'®

Samples Taken can cause what is
commonly known
as Legionnaires
disease

6014 309 236 105 28

What is even more astounding is that the Wesley Hospital, which suffered the outbreak that led to the testing
program being implemented, tested positive again in early 2016.

The lesson here is, if the legislation, regulation, policy, procedures and processes that make up the control
environment were strictly followed, Legionnaires would be extremely unlikely. But that is not the case. There are
obviously gaps in the control environment that lead to this being a somewhat regular occurrence. To close these
gaps and more effectively manage our risks we need to manage our existing control environment more robustly.

Therefore, managing your controls effectively is one of the major contributing factors (as well as the correct
description of risks) in moving organisations from doing risk management to managing risk

A control is something that is currently in place to reduce risk within an organisation. They have often been
introduced/implemented into an organisation (or into organisations by legislators and regulators) as a result of
a previous incident. But as | raised earlier, in many cases where an incident/event has occurred, it is not as a
result of a lack of controls — but because of a failure of existing controls. This can be extremely damaging to an
organisation when the controls that failed led to a catastrophic incident.

As | raised in my previous E-book, Risk is not a four letter word, my proposition is that regardless of the likelihood,
internal controls linked to the risks within the organisation that have the highest consequence must be the focus
of the internal audit program.

'3 Sunrise Program, 7 Network 20th May

% https://data.gld.gov.au/dataset/legionella-testing-in-queensland-hospitals-2013

5 Complex care areas include solid organ transplant units, haematology/oncology units, infectious diseases wards (housing patients with suppressed immune
systems), medical wards (patients with suppressed immune systems and chronic lung conditions), Ear Nose and Throat wards (especially those with head
and neck surgery) and Intensive Care Units. https://data.gld.gov.au/dataset/legionella-testing-in-queensland-hospitals-2013

16 Legionella is detected in a complex care area, clinical management of patient guidelines will also be activated. Plumbing and showerheads in the services
areas accommodating complex care patients are to be disinfected. A risk management plan should also be reviewed or developed. https://data.qld.gov.au/
dataset/legionella-testing-in-queensland-hospitals-2013
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What is the purpose of an internal audit program? The internal audit program provides assurance that the controls
currently in place are effective in order to reduce the likelihood that events will occur. Surely it follows then that the
controls linked to the events with the highest level of consequence need to be the primary focus. Why? Because
there is a direct correlation between the effectiveness of the control environment and the Likelihood that the risk
will be realised, so if these controls are not the focus then the chances of the risk eventuating becomes greater
and nobody within the organisation may be aware that the event could be imminent!!!!

So the process of embedding risk management into your organisation involves:

. . |dentify the controls Provide status of
|dentify risks with ; Incorporate those ;
. reducing the . control effectiveness
the highest level o controls into the .
likelihood of those : . to risk owners and
consequences : . internal audit program
risks occurring managers

If your organisation is already doing this and all of the controls are effective you have embedded the management
of this risk into your daily routine. If you do that for all of your higher consequence risks you will reduce the number
of adverse incidents — which is, of course, one of the key outcomes of effective risk management.

THE SUPPORTING RISK REGISTER

In order to be able to adequately support this approach to the management of risk, there is a requirement for a
different approach to capturing risks in a risk register. To that end, | have developed a risk register that prioritises
the controls and measures their effectiveness as shown below:

Criticality of What is Controls

Risk Risk Cpntrols Control Control Con’.crol in the impact almed at.
(aligned to . relation to should reducing Risk
Owner | Effectiveness o
Causes) management this risk Impacts

of this risk eventuate? (if any)

Description | Cause/s

There are other columns relating to the analysis of the risk and the risk wtreatment — this is just the information |
capture in relation to the identification of the risk. The full template can be accessed here.

| have also included an example using two of the risks for a childcare centre here.

KEY TAKEAWAY

The key takeaway for this chapter is that you are already embedding the management of risk into your organisation,
you are just not necessarily aware of it.
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CHAPTER 10 - STRATEGIC VS

OPERATIONAL RISK

DEFINING STRATEGIC AND OPERATIONAL RISK

One of the issues that | consistently see organisations struggle with is that of strategic risk. Part of the problem
relates to the differing definitions associated with strategic risks. Some of those definitions are shown below:

e A possible source of loss that might arise from the pursuit of an unsuccessful business plan. For ex-
ample, strategic risk might arise from making poor business decisions, from the substandard execution
of decisions, from inadequate resource allocation, or from a failure to respond well to changes in the
business environment — Business Dictionary "7

e Strategic risks are risks that affect or are created by an organisation’s business strategy and strategic
objectives — Deloitte

e Strategic risks can be defined as the uncertainties and untapped opportunities embedded in your
strategic intent and how well they are executed. As such, they are key matters for the board and
impinge on the whole business, rather than just an isolated unit — PWGC®

Some of the examples that | have seen recently in strategic risk registers include:

e Risk to reputation;

e Major unforeseen expenditure creates significant overspend or a need to make significant and un-
planned reductions in expenditure or redirection of budgets;

e A lack of strategic leadership and direction will have a negative impact on the ability of the organisation
to set out strategic objectives;

e The arrangements in place for civil contingencies and business continuity are not effective;
e Failure to provide a safe working environment; and
e failure to comply with all legislation and regulation

But are these risks really strategic?

If we compare the Deloitte definition: strategic risks are risks that affect or are created by an organisation’s business
strategy and strategic objectives with the ISO31000 definition of risk: the effect of uncertainty on objectives,
doesn’t it then follow that, by definition, all organisational risks are strategic?

The problem with the risks listed above is that they encourage Boards to focus on operations, rather than charting
a strategic path for the organisation.

It is important that the Board is provided assurance that the requirements of the various pieces of legislation and
regulation are being adhered to, but these are not the risks you want them to be managing.

To that end, the definitions | have developed to explain the difference are as follows:

e Strategic Risks. Risks external to the organisation that, if they were to eventuate, may require a change
in strategic direction. These risks are managed by the Board with input from the Senior Executive.

e Operational Risks. Risks external or internal to the organisation that impact on the achievement of the
current strategy. These risks are managed by the CEO and management, and are reported to
the Board.

7 http://www.businessdictionary.com/definition/strategic-risk.html
8 Exploring Strategic Risk: 300 executives around the world say their view of strategic risk is changing — Deloitte - 2013
9 http://www.pwc.com/gx/en/services/advisory/consulting/risk/resilience/publications/sharpening-strategic-risk-management.html
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Given these definitions, the sources of strategic risk that | use when conducting a strategic risk workshop are:

e regulatory environment;

e political environment;

e technological environment;

e economic environment;

e competitive environment; and
e social environment.

IDENTIFYING STRATEGIC RISKS

When facilitating a strategic risk workshop we might ask the question: “which piece/s of legislation and/or regulation
that, if changed, could have a significantly negative impact on the organisation. Then we ask: what technology is
likely to emerge in the future that we may need to adopt or adapt to?

As we did in the previous chapter, below are some strategic risks that are common to a range of industries/
organisations.

Government agency

Government reduces funding to the agency without a commensurate reduction in required outcomes

Government abolishes agency in favour of commercial alternative

Government amalgamates agency with another agency (machinery of Government)

Changes to Government legislation relating to agency’s activities policy increases workload on agency without additional
funding

Increased demand for services provided by the Agency due to external environmental conditions (e.g. economic down-
turn)

Emergency services organisation

Reduction in external funding

Externally imposed organisational changes (including amalgamation, loss of functions, gaining additional functions etc.)

Increased number and/or severity of major disaster events

Changes in Demographics across the State

Changes in Legislation/Regulation and Government Policy that impact on operations

Emergency organisation fails to keep pace with technological advances in emergency management

Member based not for profit

New player/s into traditional markets

Regulatory changes in the market that impact members

Government initiatives (outside of legislation/regulation) that impact on the industry supported by the member based
organisation

Existing competitor gains additional share of the market

Erosion of the industry through new business practices

Competitor attempts a takeover of the organisation
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Local council

Reduction in external government funding

Externally imposed organisational changes (including amalgamation)

Increased number and/or severity of major disaster events

Changes in demographics across the local government area

Changes to state government land use planning requirements

Cost shifting by state and federal governments to council with no additional funding

Extension of rate capping provisions

Mining operation

Introduction of new tax on mining

Repeal of the diesel fuel rebate

Inability to source additional mining leases

Change to ASIC compliance regulations

Changes in legislation/regulation and government policy that impact on operations

Severe reduction in demand for resources produced by company

Severe and sustained downturn in commodity prices

Significant changes to the value of the $AUD

Roads and traffic authority

Government reduction in budget operating output allocation

Externally imposed organisational changes (including amalgamation, loss of functions, gaining additional functions etc.)

Increased frequency and/or intensity of major disaster events

Changes in journey profiles across the area of responsibility (demand and way of use) that substantially impact on the
network

Market led (privately funded) projects do not integrate with strategic vision for the network

Changes in legislation/regulation and government policy that relate to operations

Advances in transport technology evolve more rapidly than the organisation is able to respond to the changing require-
ments/needs

The organisation is unable to keep pace with changes in technology in relation to supply of services

The organisation is unable to respond effectively to changes to customer and community expectations

Decisions taken by other jurisdictions impact operations

Government announces changes to and/or new policy and/or projects that are unexpected and unfunded (e.g. during an
election campaign)

The management of strategic risk is problematic in that in all but the rarest of cases it is not possible to reduce
the likelihood of the risk other than perhaps through lobbying.

To that end, the management of strategic risk is more focussed on “what happens if” and developing strategies
to be prepared if the risk eventuates.

The worst thing that can happen for an organisation is to be surprised by a strategic risk and only deal with it after
it has eventuated although some do emerge very quickly. Let’s look at an example.
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Let’'s imagine | am a cattle farmer whose primary income is derived from live cattle exports to Indonesia. A number
of my strategic risks are:

¢ Australian government imposes restrictions or bans live cattle exports;

e Indonesian government invests significant resources into developing their own industry further;
¢ infectious disease outbreak within the industry which halts exports;

¢ Indonesia finds alternate cheaper sources from other countries;

e competitors within Australia undercut prices; and

e increase in transportation costs makes export non-viable.

All of them are external to me but will influence my business. They are the ‘T’ in a SWOT analysis.

So, let’s review the first one: Australian Government imposes restrictions or bans live cattle exports, and put some
context around it.

The live cattle industry has been the target for animal activist groups for many years and there is significant lobbying
and advertising campaigns. Based on that, although unlikely, it is still a remote possibility.

After the election of the Labor minority government in 2010 with the Greens having a little more influence on policy
the risk is probably still ranked as quite low given the size of the industry and the flow on effects to the economy,
however, it could be argued that it has increased slightly.

In June 2011, the ABC’s Four Corners program aired a story in which it showed cattle exported live from Australia
to Indonesia being slaughtered in an inhumane fashion, despite tight controls.

Even after the release of the Four Corners story, the likelihood of the risk probably only rose to possible, based
on the number of jobs the industry creates and the potential political fallout with one of our major trading partners
should a ban be imposed.

Over the next few days, restrictions were placed on the 12 abattoirs concerned and so by then the likelihood is
rising but, at this point, other than lobbying from industry groups, there was nothing that could have been done.

Soon after, a total ban was imposed on the industry.

The point here is that when you have all of your eggs in one basket and assume that the unexpected will never
occur you can be left holding an empty basket.

MANAGING STRATEGIC RISKS

GENERAL

The management of strategic risks can be problematic in that, in most cases, there is nothing that can be done
to reduce the likelihood. The methodology for managing strategic risks is relatively simple:

e scan;
e analyse; and
e act

We will follow this process using an example strategic risk for a charity: Change in taxation laws relating to NFF/
charities.

SCAN

Let’s imagine that we are reporting this risk quarterly to the Board and nothing is happening. The report might
look like this for three quarters:
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Q1 2016

"No discussions at Government level in
relation to this issue

No known research work being con-
ducted within academia"

"Action/s:

No action required"

REVOLUTION DES RISQUES

Q2 2016

"No discussions at Government level in
relation to this issue

No known research work being con-
ducted within academia"

"Action/s:

No action required"

Q3 2016

"No discussions at Government level in
relation to this issue

No known research work being con-
ducted within academia"

"Action/s:

No action required"

At this point, no action is required.

But in Quarter 4 we see the environment change:

Q1 2016
"No discussions at
Government level in relation
to this issue
No known research work

being conducted within
academia”

"Action/s:

No action required"

Q2 2016
"No discussions at
Government level in relation
to this issue
No known research work

being conducted within
academia"

"Action/s:

No action required"

Q3 2016
"No discussions at

Government level in
to this issue

academia”

"Action/s:

No action required"

No known research work
being conducted within

Q4 2016

Taxation report
commissioned by
Government which includes
in terms of reference
discussion around
assessment of criteria for
Tax Exempt status for NFP

Rare/Unlikely

"Action/s:

relation

Continue to monitor if any
information is being released
about potential initiatives."

Now our interest is peaked and we can no longer put our head in the sand and ignore the risk.

ANALYSE

So the next report is produced and it is now becoming possible that this could become a real issue.

Q8 2016 ‘

No discussions at Govemment level

in relation to this issue No known
research work being conducted within
academia

Q4 2016

Taxation report commissioned by
Govemment which includes in terms of
reference discussion around assess-
ment of criteria for Tax Exempt status
for NFP

Q12017

Report ongoing. No information has
been released into the public domain

Rare/Unlikely

Rare/Unlikely

Action/s:

No action required

Action/s:

Continue to monitor if any informa-
tion is being released about potential
initiatives.

Action/s:

CEO to conduct modelling in relation
to impact of reduction in tax deduct-
ibility for donations. Modelling 25%,
50%, 100% reduction. CEO and
management to explore alternate
revenue streams to possibly over-
come the revenue shortfall created
by the changes to taxation laws

It is time to start accepting that there could be a change to the taxation laws. Rather than hoping that it will not
occur, the prudent organisation will assess the options to offset the losses that will result in the reduction in revenue

that will no doubt follow.
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The next update shows that the issue has advanced a little further:

Q4 2016

Taxation report commissioned by
Govemment which includes in terms of
reference discussion around assess-
ment of criteria for Tax Exempt status
for NFP

Q12017

Report ongoing. No information has
been released into the public domain

‘ Q2 2017

Report ongoing, however, industry
feedback has been sought in relation
to the assessment criteria for NFP.
Under this initiative, it is suggested that
donations will not be fully tax deduct-
ible (reduced to 50%)

Rare/Unlikely

Action/s:

Continue to monitor if any informa-
tion is being released about potential
initiatives.

Action/s:

CEO to conduct modelling in relation
to impact of reduction in tax deduct-
ibility for donations. Modelling 25%,
50%, 100% reduction. CEO and
management to explore alternate
revenue streams to possibly over-
come the revenue shortfall created
by the changes to taxation laws

Action/s:

CEO to develop response to Com-
mittee demonstrating the impacts
on the community that would occur
through reduction in tax deducta-
bility. Report to be presented to the
Board prior to submission

Now we are in a situation where this is a serious issue that has to be addressed and more detailed plans developed.
We can still hope for the policy not to proceed but we are at the point that hope is not sufficient.

ACT

There are two possible scenarios in this example.

Firstly, the policy is implemented and, even if it is phased in over a period of time, you are already prepared to
implement the changes necessary to maintain revenues at the pre-policy level.

Secondly, if there is sufficient pressure brought to bear and the policy does not proceed, you have developed
strategies for additional revenue that may be able to be implemented anyway to increase revenue. So in preparing
for the materialisation of a strategic risk, you have identified additional strategic opportunities that may not have
been considered previously.

What this demonstrates is that effective management of strategic risk means not only survival, but it can also give
you a competitive advantage.

Sounds like a pretty good reason to manage strategic risk.

KEY TAKEAWAY

The key takeaway from this chapter is that if the Board is looking down trying to manage operational risks as
strategic, they miss the incoming truck until it is far too late.
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CHAPTER 11 - RISK MANAGERS NEED

TO BE QUALIFIED AND/OR CERTIFIED

This is not just written because | provide training in risk management — well okay — just a little bit. But for me
people not appropriately skilled or qualified to take on the responsibilities associated with risk management, is
certainly a frustration of mine.

Picture this: a consultant for a multimillion dollar initiative is appointed as the “risk manager” despite never being
exposed to risk management previously. That’s a risk to start with and all too common! It means that you are still
‘doing’ risk management but you feel like you have a much more robust risk management program because you
have engaged someone with ‘expertise’ and they must know what they are doing.

Hiring staff into our organisation to fulfil risk management roles with no previous experience, or engaging consul-
tants with no previous skills or experience in the management of risk, will result in risk management outcomes
that are, at best, questionable or, at worst, leave the organisation totally exposed to unacceptable consequences
that arise from risks that remain untreated.

What fascinates me is that no organisation would engage an unqualified accountant. No organisation would
engage an engineer that wasn’t qualified and certified. No organisation would engage an auditor that wasn’t
qualified and certified.

We need the risk management profession to be just that — a profession. One that people aspire to enter, not one
that someone ‘falls into’ at a later stage of their career.

So my question is this:

Do we think so little of risk management as a discipline in our organisation that we are willing to put people in risk
management positions who are not qualified, or engage consultants that are not qualified? When was the last
time you saw a Chief Finance Officer that didn’t have an accounting or finance background? When was the last
time you saw a Chief Information Officer that doesn’t have an IT background?

If you were to conduct a survey on the backgrounds of Chief Risk Officers a significant number will be from an
auditing, accounting or legal background but very few will be qualified in risk management.

So the takeaway here is simple: there are risk management qualifications available so get your staff
qualified and certified and, when hiring a consulting firm to assist you in developing your risk man-
agement program, insist that their consultants are trained and certified. In that way we can build a
profession that is truly professional.

More information on my courses is available at: https://paladinrisk.com.au/training-services/

More information on certification with the Risk Management Institution of Australasia can be found at:
http://www.rmia.org.au/new-certifications-2015/
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ROD FARRAR

Rod Farrar is an accomplished risk consultant with
extensive experience in the delivery of professional
consultancy services to Government, corporate and
not-for-profit sectors.

Rod’s knowledge of the risk management domain was
initially informed through two decades as an Army
Officer in varying Project, Security and Operational
roles. Subsequent to that, Rod has spent nine years
as a professional risk manager.

His risk management expertise is highly sought after,
as is the insight he provides in his risk management
training and workshop facilitation. Rod has been
recognised by the Risk Management Institute of
Australia, which has granted him Certified Practicing
Risk Manager accreditation.

With an extensive list of qualifications, Rod has
lectured at the University of Canberra, has been
on the assessment panel for Certified Practicing
Risk Managers as well as speaking at a range of
conferences and forums. Rod’s Certificate IV, Diploma
and Advanced Diploma have been attended by over
700 participants from all over Australia, as well as New
Zealand, New Guinea, Solomon Islands, Indonesia,
Bhutan and Ghana. The feedback from the course
has been overwhelmingly positive.

Rod’s passion for risk management is evident
throughout all of his work. His ultimate goal is to
help people become ‘Risk Gladiators’, by transferring
the skills and knowledge of risk management so that
every organisation is armed to mitigate and eliminate
any risks they encounter.
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